' Flock Safety

Guide to Flock Safety Data for Open Records
Laws

Overview

Flock Safety systems generate information that may be subject to state or federal public records
laws (also known as freedom of information laws or FOIA). These laws differ from state to state,
but generally seek to balance government transparency against protecting certain sensitive
records.

This guide provides broad strokes of how such laws may apply to Flock data and outlines
potential areas where Flock data may be exempt from disclosure. Agencies should consult with
their attorney if they receive a public records request.

Public Records Law Principles Across States

While each state has its own statute, many share the following principles:

e No Obligation to Create a Record: Public agencies are generally not required to create
new records or compile information in a format that doesn’t already exist in response to a
public records request.

e Presumption of Openness: Records of public agencies are presumed public unless
exempt.

e “Reasonable Description” Standard: Requests must describe the records sought with
sufficient clarity.

e Timely Response Requirements: Most states impose a deadline to acknowledge and
respond (typical response requirement ranges from 5 to 30 business days, which can be
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extended).

e Segregability: Non-exempt portions of records must be released, even if redactions are
necessary.

e Exemptions: Most states have various exemptions that allow certain public records to be
withheld from public disclosure, such as an exemption that extends to certain law
enforcement activities. The following states have specifically exempted license plate
reader records from their public records laws: Georgia, Illinois, Kansas, Maryland,
Minnesota, Montana, Nebraska, New Jersey, North Carolina, Oklahoma, Tennessee, Utah
(not fully restricted; LPR data considered a “protected record”), and Virginia.

Categories of Flock Data Potentially Subject to Public Records
Requests and Potential Exemptions

Audit Logs (Organizational or Network)

o Examples: user access logs, search history, network audit trails

o Where to find: These records are accessed via your agency's Flock admin
dashboard on the “Insights” tab. These logs may show the date/time of search, user
ID, and search parameters and reason. Customers may download these logs in the
user interface as spreadsheets in 31-day increments. It is recommended that CSMs
assist the customers with the downloads when feasible for timeframes larger than
six months and major accounts.

o Potential Exemptions:

m Some states exempt all data captured by or derived from any automatic
license plate reader system from disclosure; in a subset of those states, this
may exempt audit logs from disclosure.

m Law enforcement/investigatory records (Audit logs reveal specific searches

which are likely tied to investigations; strategic use of LPRs)
Privacy exemptions
Security exemptions if release would jeopardize system integrity (Deployment
locations, technical specs, software schematics, blind spots)
o Redactions and Related Issues:
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m Agencies should consider whether to redact license plates, search reasons,
and case numbers from these logs, as well as other potential fields that may
be deemed sensitive.

m Agencies should also consider negotiating a narrowed timeframe and
whether they are entitled to payment of an upfront fee for the effort involved
to gather and redact the responsive information.

Communications (Emails, Texts, Memos)

Examples: Discussing Flock or LPR use among agency personnel or with third
parties.

Where to find: Customer communication platforms (e.g., email platforms, agency
cellphones). Flock cannot assist customers with collecting this information, which is
stored on customer’s internal systems.

Subject to disclosure, but often burdensome to collect. Agencies may seek to

negotiate narrowed scope with requesters.
Potential Exemptions:

Investigative strategy

m Confidential sources

m Personal contact info

m Security tactics

License Plate Reader Data

o

o

o

Examples: LPR images and associated data (e.g., image metadata and vehicle
characteristics), recordings from drones or cameras, audio from sound detection
Where to find: System dashboard, investigative files. LPR images may be
downloaded in batches of 100 images per download. The data associated with each
LPR image may be downloaded in spreadsheets containing a max of 2500 rows of
data. Flock can assist customers with downloading requests for voluminous
amounts of data.
Generally limited disclosure across most states. Some states exempt all data
captured by or derived from any automatic license plate reader system from
disclosure either by express statute or per case law.
Potential Exemptions:
m Records involved in the detection of crime, intelligence information, or
records of a criminal investigation (often entails categories of sensitive
records or a balancing test of the public interest in disclosure v. the public
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interest in public safety/harm to investigation/harm to privacy and safety of
victims)

m Alerts and hot lists themselves likely are protected as sensitive law
enforcement records.

Share Settings

o Examples: Lists of Flock agencies that share networks, alerts, and hot lists.

o Where to find: Admins who have the “Sharing” role permission can click “Sharing”
in the green navigation bar, then click “Network Sharing.” In the “Management”
column on the right side of the page, the Admin can click the “Go to Preferences
Page” to see/select preferences for each network they own.

€D search Alerts Flockos VMS Devices v | Sharing | Insights Admin Planning Genter Planning Portal & @ s

Sharing ~ Sharing Map | Network Sharing Select an acting organization - Requests.

My Netuorks  Shared Networks Downlosd CSV &

Q Rowsperpage: 10w 1100125 >

Network Name Features Enabled Management

On the Preferences Page, the Admin can view current sharing preferences and update them.
Some of these settings are automatic sharing and network discoverability in the state or nation.
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Acceptance Tests

Share settings & preferences

Automatically Accept Requests To Share My Networks With LE Agencies Within |- S0 miles =
Automatically Accept Requests To Share My Networks With LE Agencies Within My State

Enabling this preference will automatically accept any incoming request to share your camera data with Law Enforcement agencies

Enabling this preference will automatically accept any incoming request to share your camera data with Law Enforcement ag: ORI PR EEEI AR S St

nce of your organization addres: These auto-accepted requests will not appear in your Requests Inbox, but they will appear in your Shared Networks table. This

These auto-accepted requests will not appear in your Requests Inbox, but they will appear in your Shared Networks table This network- network-level preference can be overridden by other preferences.

level pref ce can be overridden by oths refe ces. N
level prefere an be overridden by other preferences. Y Gl

Digabled

Make this Network Discoverable Allow these features to be automatically shared

Enabling this preference will make this network discoverable based on the selected distance, so that other organizations can request

access to yo amera data.
SO Hot List

Disabling this preference will hide this network, based on the selected distance, and other organizations will not be able to request
access to your camera data.

Go-Live, Historical and Download features are auto-shared with this toggle ena This will not allow PTZ or Imaging
@ vinin Fity Mies settings to be auto-shared.

() Within My State ) Analytics

Nationwide

To see currently shared networks to and from the Admin’s organization, click on “Network
Sharing” and then click “Shared Networks”

P search Alerts Flockos vMs s v Sharing Insights Admin Planning Center Planning Portal M @ o

Sharing  Sharing Map ~ Network Sharing go atio Requests

Shared Networks. Download CsV ¥

= riters ‘ Do e

Organization Networks Permissions Share Date Actions.

This will be a list of every organization that the Admin has shared their network with, or has
shared a network to the Admin’s organization, or both. The shared permissions will be visible
here. The Admin can revoke certain shared permissions or sharing access entirely. They can also
stop access to external networks for their organization.
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Contracts and Financial Records

Examples: contracts with Flock, invoices, budgets
Where to find: agency’s budget or administrative department
Generally public across most states
Potential Exemptions:
m Deliberative process exemptions (pre-decision documents such as
memos/emails discussing whether to purchase or deploy Flock)
m Bid/procurement exemptions (prior to contract award)
m Some states have broad trade secrets exemptions that might cover this type
of request

o O O O

Training or Planning Materials and Agency Manuals and Policy Documents

o Examples: materials created or distributed by Flock, agency internal training and
policy documents for Flock products, internal Policies and Procedures for
deployment, use, retention, or data sharing.

o Where to find: agency’s administrative department

o Generally public across most states

o Potential Exemptions:

m Security-based exemptions may apply (e.g., risk to public safety or
cybersecurity) so consider sensitivities of disclosing: camera placement
maps, system login information, or vulnerabilities

Generally, these exemptions may be narrowly construed, and agencies may be required to
explain in detail how a record falls within an exemption.
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Best Practices for Agencies Handling Flock Records Requests

e Coordinate with legal counsel for consistent application of exemptions.

e Communicate early with requesters to clarify or narrow broad requests.
e Use keyword and date filters to streamline email and audit log searches.
e Redact carefully.

e Export data using built-in tools (e.g., audit logs from the Flock admin portal; this is
generally not considered “creating a new record.”)

Conclusion

Flock Safety information is often subject to public records laws, especially where public funds,
policies, or surveillance are involved. While transparency is a key principle, legitimate exemptions
exist to protect public safety, privacy, and law enforcement integrity. Agencies should evaluate
requests thoughtfully, apply exemptions with precision, and document their response process
clearly.
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