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Introduction

The Flock Safety’s Information Security Program was created to to ensure that ISMS governs the
processes required to protect company and information assets. Flock Safety has implemented an
information security management system (ISMS) with security techniques and a code of practice for cloud
services to help ensure its key information security policies, procedures, and processes conform to the
international industry standards outlined in ISO/IEC 27018:2019 (the 1SO Standard).

Baker Tilly Certifications performed a Conformance Audit to obtain a sufficient understanding of the
design and implementation of supplemental controls outlined in the ISO Standard.

Objective

The objective of this audit was to obtain a sufficient understanding of the of the design and
implementation of supplemental controls outlined in the ISO Standard, including an assessment of the
following:

e Management'’s efforts to design and implement information security objectives
e Management’'s adherence to its own policies, objectives, and procedures
e Documentation requirements listed in ISO Standard required clauses

e Management’s information security risk assessment and assessing whether the methodology behind
the risk assessment produces consistent, valid, and comparable results

e The application of Annex A controls based on the information security risk assessment and risk
treatment plans

¢ Information security performance and the effectiveness of the ISMS, and the ISMS implementation
against the information security objectives

e Correspondence between the determined controls, the Statement of Applicability (SoA), the results of
the information security risk assessment and risk treatment process, and the information systems
policies, procedures, and objectives

As part of the audit, we assessed the design and implementation of Flock Safety’s ISMS policies,
processes, and select ISO/IEC 27018:2019 requirements, as defined by management within its SoA.

ISO/IEC 27018:2019 Certification Audit Report | 1
FOR INTERNAL USE OF FLOCK SAFETY ONLY



@ pakertilly

CERTIFICATIONS LLC

Scope

The scope of this surveillance audit included the relevant products, people, locations, and infrastructure
as defined in the Information Security and Privacy Information Management System, dated August 1,
2025 and the SoA, dated August 1, 2025. As part of this assessment, Baker Tilly Certifications inspected
the Flock Safety information security policies to assess compliance against the in-scope ISO
requirements.

Flock Safety
Headquarters (HQ)

1160 Howell Mill Road
NW, Atlanta, GA 30318,
USA

Software Engineering,
Product Engineering,
Infrastructure, Human
Resources, Information
Technology, Legal

Flock Safety’s ISMS and
PIMS cover the limited
processing of Pl within
specified applications,
software, infrastructure,

data, and personnel.

Audit Approach

As part of this audit, Baker Tilly Certifications inspected the Flock Safety ISMS policy documentation and
tested management-defined in-scope controls as identified under the scope statement and SoA to assess
conformance with the relevant ISO Standard requirements.

Risk-Based Sampling Approach

Baker Tilly Certifications uses risk-based audit sampling methodologies leveraging the auditor's
judgment. The following criteria are used to decide on the sampling approach:

e Previous audit experience within the audit scope

o Complexity of requirements (including statutory and regulatory requirements) to achieve the audit
objectives

o Complexity and interaction of the organization’s processes and management system elements
e Degree of change in technology, human factor, or management system
e Previously identified significant risks and opportunities for improvement

e  Output from monitoring of management systems

Methodology

This audit was performed using a combination of interviews, system walkthroughs, review and inspection
of relevant documentation and system configurations, and observation of controls and processes in
operation.

The audit methodology followed standards applicable to auditing information security management
systems:
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e ISO 19011: Guidelines for auditing management systems

e |SO 17021-1: Conformity assessment — Requirements for bodies providing audit and certification of
management systems.

e |SO 27006-1: Information technology — Security techniques — Guidelines for information security
management systems auditing

e |AF Mandatory Documents (as applicable)

e Certification Body processes

For a summary of our procedures, refer to the ISO/IEC 27001:2013 Annex A — Enhanced Controls for
27018 (Appendix A).

Timing and Location

This audit was conducted virtually via ICT collaboration technology. The audit took place between
December 8, 2025, and December 11, 2025.

Audit Team

Flock Safety engaged Baker Tilly Certifications to perform this audit. As part of our planning, we have
selected audit team members with the relevant industry knowledge, certifications, and experience to
assess Flock Safety’s ISMS. In addition, Baker Tilly Certifications was responsible for developing and
performing the test procedures for this audit without the influence of Flock Safety’s management. The
following team contributed to this audit in various roles:

Rhett Morris — Lead Auditor

Rhett worked as the lead auditor and is a Certified ISO 27001:2022 Lead Auditor. The Lead Auditor
is responsible for:

Leading the ISMS audit activities

Maintaining impartiality to the scope of the management system

Planning the ISMS audit, preparing the working documents, and briefing the ISMS Audit Team
Consolidating all ISMS audit findings and observations and preparing the ISMS Audit Report

Identifying critical non-conformities and consulting with the Engagement Executive while
documenting such nonconformities within the ISMS Audit Report

Reporting the ISMS audit results to management clearly and without delay
Conducting the ISMS audit opening and closing meeting

Participating as a member of the audit team

Dounia Elrhatassi — Auditor

Dounia worked as an auditor and is a Certified ISO 27001:2022 Lead Auditor. The Auditor is
responsible for:
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Supporting the Lead Auditor in their responsibilities for the ISMS audit execution
Maintaining impartiality to the scope of the management system
Participating as a member of the audit team

Christian Austin — Auditor

Christian worked as an auditor and is a Certified ISO 27001:2022 Lead Auditor. The Auditor is
responsible for:

Supporting the Lead Auditor in their responsibilities for the ISMS audit execution
Maintaining impartiality to the scope of the management system

Audit Participants

The audit team met with the following participants during the audit. Details of the audit schedule and
specific meetings were documented within the audit program.

Madi Gaibler GRC Analyst
Jerome Angeles GRC Manager
Rob Otten Senior Director, Risk & Compliance
ISO/IEC 27018:2019 Certification Audit Report | 4
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Below are the testing results for our objectives based on our audit interview discussions and the evidence

we observed during the audit.

The following testing results show our objectives based on our audit interview discussions and the

evidence we observed during the audit.

Management’s efforts to design and implement
information security objectives

During the audit walkthrough discussions, the auditor
observed management's efforts to design and
implement information security objectives through the
ISMS management review process and accompanying
implementation of this ISO/IEC 27017:2015 Standard.

Management’s adherence to its own policies,
objectives, and procedures

Procedures for drafting, review, approval, and
dissemination of policy were assessed for
effectiveness. Additionally, controls were established
and implemented by management and were found to
conform to the standard.

Documentation requirements listed in ISO Standard
required clauses

An evaluation of the ISMS documents and their
compliance with the standard was conducted, which
included assessing management's efforts to track and
document review and approval of these documents.

Management's information security risk assessment
and assessing whether the methodology behind the risk
assessment produces consistent, valid, and
comparable results

Reviewed the risk assessment and confirmed the risk
assessment and risk management program focused on
compliance with the standard. Additionally,
effectiveness of risk treatment plans was assessed.
Overall, the risk assessment process fulfilled the
requirements of the standard considering the
organization’s size and risk profile.

The application of Annex A controls based on the
information security risk assessment and risk treatment
plans

The scoping of Annex A controls, as outlined in the
Flock Safety’s Statement of Applicability, was
conducted alongside the risk assessment process. This
process involved selecting controls deemed appropriate
by management.

Information security performance and the effectiveness
of the ISMS, and the ISMS implementation against the
information security objectives

Refer to Appendices A & B — ISO/IEC 27018:2019
Required Clauses & Controls.

Correspondence between the determined controls, the
Statement of Applicability (SoA), the results of the
information security risk assessment and risk treatment
process, and the information systems policies,
procedures, and objectives

Refer to Appendices A & B — ISO/IEC 27018:2019
Required Clauses & Controls.

Full details of our audit testing can be found in the appendix tables.
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Criteria for Nonconformities

Major Nonconformity — The failure to fulfill one or more requirements of the management system
standard. It could also be a situation that raises significant doubt about the ability of the management
system to achieve its intended outputs. A corrective action plan must be developed.

Minor Nonconformity — The isolated non-fulfillment of a requirement that is otherwise properly
documented and implemented (non-systemic) results in a minor nonconformity. A number of minor
nonconformities against one requirement can, in aggregate, represent a significant issue with the design
of the system and thus be considered a major nonconformity. A corrective action plan must be developed.

Opportunities for Improvement (OFI) — The responsibility of maintaining an effective information
security management system/ISMS relies on the management team’s commitment to continual
improvement. These items are suggestions for Flock Safety’s management team to consider when
improving the program.

Identified Nonconformities

Baker Tilly Certifications identified the following nonconformities and opportunities for improvement:

MAJOR NONCONFORMITIES

¢ None Identified.

MINOR NONCONFORMITIES

e None Identified.

OPPORTUNITIES FOR IMPROVEMENT

e None Identified.

Strengths

Flock Safety leadership has demonstrated a commitment to maintaining and improving it's
ISMS/PIMS through continued investments in improving its risk assessment methodology,
documentation, and risk assessment processes.

Deviations from the Audit Plan

There were no deviations from the Audit Plan.
Conclusion
Based on the audit performed, the audit team recommends Flock Safety for certification.
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Next Steps

Surveillance audits must be completed each of the two years following certification. These surveillance
audits will include testing of selected in-scope ISO/IEC 27001 clauses and Annex A controls and site
visits. This completes the initial certification audit.

Dates for Next Visit

The next audit will be the first-year surveillance audit and is tentatively scheduled for November 2026.
Baker Tilly Certifications will work with management to find an ideal time to conduct the audit, in
compliance with ISO/IEC requirements, to minimize the impact of audits.

Contact

QUESTIONS OR COMMENTS

For questions about your audit, Baker Tilly Certifications policies, or if you want to provide feedback, you
can find us on the web at bakertillycertifications.com.

OR DIRECTLY AT

ISO Inquiries

Baker Tilly Certifications

999 Third Ave, Suite 2800

Seattle, WA 98104

(206) 302-6500
www.bakertillycertifications.com/feedback

Regulatory Compliance

Baker Tilly Certifications’ conditions of contract for this audit require that Baker Tilly Certifications be
informed of relevant regulatory non-compliance or incidents that require notification to any regulatory
authority. Acceptance of this report by Flock Safety signifies that such issues have been disclosed as part
of the certification audit process and agreement that any such non-compliance or incidents occurring after
this audit will be reported to Baker Tilly Certifications as soon as practical after the event.
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Appendix A - ISO/IEC 27001 Annex A
Enhanced Controls for Pll in Public Clouds

Testing Results

The following table outlines the testing performed to assess conformity with ISO/IEC 27001 Annex A —
Enhanced Controls for 27018 for Pll in public clouds applicable to all locations and managed centrally

through its ISMS function.

RESULTS LEGEND

C Conforms
MA Major nonconformity
MN Minor nonconformity

OFI Opportunity for improvement

A.5.1.1 Policies for e Inspected the following policies and X
information security procedures and confirmed that policies had
been reviewed annually.

o Information Security and Privacy
Information Management System

o Information Security Policy
e Rules of Behavior

team.

A.6.1.1 Information security e Information Security Policy, Section: 2.1 X
roles and responsibilities Roles: Covers Information security roles and
responsibilities are defined and allocated
according to the organization's needs,
including the roles of the Chief Security
Officer, Privacy Officer, and dedicated security
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A.7.2.2 Information security e Documents the requirement that security X
awareness, education, and awareness training be completed upon hire
training and at least annually thereafter.

e A sample of security awareness training
certificates for the following:

o Adam Schutte
o Blake Mitchell
o Bruce Gilbert
o Brian Sawyer
e Jonathan Hinderman

A.9.2.1 User registration and | ® Access Control Policy documents the X
de-registration processes needed to provisioning,
modification, and revocation. Additionally,
policy outlines that User Access Reviews
should be completed at least quarterly.

e A sample of new hire access provisioning
tickets for the following:

o Adam Schutte

o Blake Mitchell

o Bruce Gilbert

o Brian Sawyer

o Jonathan Hinderman

e A sample of termination access revocation
tickets for the following:

o Michael Wimberly
o Zach Mills

o Joseph Napolitano
o Robert Adams

o Kyle Kassell

e Jira UAR Project Board shows that the
organization completes user access reviews
quarterly as outlined in policy.

e Q2 -25and 25_Q3 evidence the completion of
the last two quarters of user access reviews.

A.9.4.2 Secure log-on o [dentification and Authentication Policy X

procedures Section 7.14 documents password and MFA
requirements for the organization.

e MFA configurations FlockOS - Multi-factor
authentication requirements

e Okta user pw requirements - Screenshot
showing password policy
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A.10.1.1 Policy on the use of
cryptographic controls

Information Security Management System and
Privacy Information Management System
documents the encryption requirements in
place at the organization.

A.11.2.7 Security disposal or
reuse of equipment

ShredIT picks up asset and media disposals
every 30 days and provides a certificate of
destruction showing that assets, equipment,
and media have been properly disposed of.

A.12.1.4 Separation of
development, testing and
operational environments

Flock Dev&Prod Environment screenshot
shows separation of development and
production environments)

Flock Safety AWS instances showing
separation maintained through the use of
separate EKS containers

A.12.3.1 Information backup

Documents that the organization maintains
backups.

Flock Core System and Source Code
Backups show the Wiz backup configuration
for Flock Core, Flock Gov, and databases.

A.12.4.1 Event logging

Sumo Logic Configurations show that
SumoLogic has been configured in such a
way so as to aggregate data from multiple log
sources.

A.12.4.2 Protection of log
information

Sumo Logic Configurations show that
SumoLogic has been configured in such a
way so as to make logs immutable.

A.13.2.1 Information transfer
policies and procedures

Cloudfront configuration showing TLS 1.2 is
enabled to secure information transfer.

A.16.1.1 Responsibilities and
procedures

Incident Response Policy defines incident
response teams and their responsibilities.
Additionally key terms, incident phases, and
notification processes are defined.

Incident Response Plan documents key
contacts, Incident classification criteria, and
high level incident response steps.

A.18.2.1 Independent review
of information security

Master Services Agreement - Security
Requirements, Section 2.5 Security Reviews
and Questionnaires covers the right to audit or
review vendors periodically for compliance
with security policies, indicating an
independent review process.
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Information Security and Privacy Information
Management System

Information Security Policy

Rules of Behavior

Security awareness training records
Access Control Policy

New hire access provisioning tickets
Termination access revocation tickets
Jira UAR Project Board

Evidence of last two quarters of user access
reviews

Identification and Authentication Policy
MFA configurations for FlockOS
Okta password configuration

Information Security Management System and
Privacy Information Management System

ShredIT certificate of destruction

Flock Dev & Prod Environment screenshot
Flock Safety AWS instances

Backup documentation

Flock Core System and Source Code Backups

Sumo Logic configurations (log aggregation)
Sumo Logic configurations (immutable logs)
Cloudfront configuration (TLS 1.2 enabled)
Incident Response Policy

Incident Response Plan

Master Services Agreement
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Appendix B - ISO/IEC 27018 Extended
Controls Testing Results

The following table outlines the procedures performed to assess conformity with ISO/IEC 27018:2019
Extended Controls for PII in public clouds applicable to all locations and managed centrally through its
ISMS function.

A.2.1 Obligation to co-operate
regarding Pl principals’ rights

Flock Safety Privacy Policy “Collection of
Personal Information” section documents the
organizations obligations to Pll Principals.

A.3.1 Purpose legitimacy and
specification

Flock Safety Privacy Policy “Collection of
Personal Information” section documents the
organizations purpose for processing PII.

A.3.2 Public cloud PII
processor's commercial use

Outsourcing and Vendor Management Policy,
Section 2.3 Contracts and Confidentiality
Agreements covers the requirement for formal
contracts.

MSA Template covers specific security
requirements for individual customers and
vendors.

A.5.1 Secure erasure of
temporary files

Temporary files are maintained on cameras
for 30 days and then deleted.

A.6.1 Pll disclosure
notification

Flock Privacy Policy “Special Cases” Section
documents how the organization notifies for
disclosure requests.

A.6.2 Recording of PlII
disclosures

Flock Privacy Policy “Special Cases” Section
documents how the organization notifies for
disclosure requests.

A.8.1 Disclosure of sub-
contracted PIl processing

Flock Safety leverages AWS as their sole
subcontractor/subprocessor. The organization
has not documented subprocessors publicly.

A.10.1 Notification of a data
breach involving PII

Flock Processor DPA documents the
organizations obligations as it regards to
inform customers of potential infringing
information.

A.10.2 Retention period for
administrative security
policies and guidelines

Information Security Policy, Section: “4.0
Maintenance of Security Policies”, requires
annual review and approval prior to publishing
(supports creation/updating/approval).
ISMS_PIMS Appendix F — Internal Audit Plan,
references a specific “05-ISMS Procedure for
the Control of Documented Information” for
retention/protection.
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A.10.3 PIl return, transfer and Flock Privacy Policy “Your Rights” documents X
disposal the PII principal rights included the ability to
correct, request, or withdraw consent or to
request data deletion.
Blank DSAR form shows how the customer or
principal can request deletion, copy of PlII,
correction/modification, and opt-out.
A.11.1 Confidentiality or non- A sample of new hire confidentiality X
disclosure agreements agreements for the following:
o Adam Schutte
o Blake Mitchell
o Bruce Gilbert
o Brian Sawyer
Jonathan Hinderman
A.11.2 Restriction of the While the creation of hardcopy material is not X
creation of hardcopy material restricted all hardcopy material is placed in a
secure ShredIT bin and picked up every 30
days.
A.11.3 Control and logging of Sumo LOgiC Configurations show that X
data restoration SumoLogic has been configured in such
a way so as to aggregate data from
multiple log sources. Additionally data
restoration is logged within the platform.
A.11.4 Protecting data on SentinelOne configuration shows that the X
storage media leaving the use of removable media is prohibited
premises through MDM configuration.
A.11.5 Use of unencrypted SentinelOne configuration shows that the X
portable storage media and use of removable media is prohibited
devices through MDM configuration.
A.11.6 Encryption of PII Information Security Management and Privacy X
transmitted over public data- Information Management System “Data”
transmission networks. section documents the encryption
requirements in place for data in transit.
A.11.7 Secure disposal of Any Hardcopy Pll is placed in a shred bin. X
hardcopy materials ShredIT picks up asset and media
disposals every 30 days and provides a
certificate of destruction showing that
assets, equipment, and media have been
properly disposed of.
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A.11.9 Records of authorized
users

Access Control Policy Documents that
the organization requires the use of
unique usernames and passwords.

Okta Password Configuration shows that
the organization enforces the use unique
passwords technically.

ISP Naming Convention shows that the
organization requires the use of unique
usernames for both internal and external
users.

A.11.10 User ID management

Access Control Policy documents the
entire identity lifecycle in place at the
organization including but not limited to
provisioning, modification, and
revocation.

A.11.11 Contract measures

Outsourcing and Vendor Management Policy,
Section 2.3 Contracts and Confidentiality
Agreements covers the requirement for formal
contracts.

MSA Template covers specific security
requirements for individual customers and
vendors.

A.11.12 Sub-contracted PII
processing

Flock Safety leverages AWS as their sole
subcontractor/subprocessor. The organization
has not documented subprocessors publicly.

A.11.13 Access to data on
pre-used data storage space

A.12.1 Geographical location
of PII

Privacy Policy “International Transfers”
Section documents the geographical locations
in which data may and may not be processed.

A.12.2 Intended destination of
Pl

Information Security Management and Privacy
Information Management System “Data”
section documents the encryption
requirements in place for all data in transit to
ensure it researches its intended destination.
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e Flock Safety Privacy Policy

e Outsourcing and Vendor Management Policy
e MSA Template

e Flock Processor DPA

e Information Security Policy

e |SMS_PIMS Appendix F

e Blank DSAR form

e New hire confidentiality agreements

Sumo Logic configurations (log aggregation and
restoration logging)

SentinelOne configuration

Information Security Management and Privacy
Information Management System

Access Control Policy
ISP Naming Convention
Okta Password Configuration
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