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TO: The Honorable Board of Police Commissioners

FROM: Inspector General, Police Commission

SUBJECT: REVIEW OF LOS ANGELES POLICE DEPARTMENT AUTOMATIC
LICENSE PLATE READER SYSTEM AND USE IN THE FIELD

RECOMMENDED ACTION

REVIEW and APPROVE the Inspector General’s Report on its Review of the Los Angeles
Police Department’s Automatic License Plate Reader System and Use in the Field.

DISCUSSION

The OIG conducted a review of the Los Angeles Police Department’s (Department) use of
Automatic License Plate Readers (ALPR) to assess the operational efficacy during a two-month
period from August 1, 2025, through September 30, 2025. During the review period, the OIG
sought to identify the impact ALPRs had to the recovery of stolen vehicles, arrests, and overall
crime suppression efforts. The OIG also sought to evaluate the governance, oversight, and
contractual limitations of ALPR service providers in addition to security measures associated
with information sharing. The report concludes with recommendations for consideration
intended to address the identified operational and contractual limitations.

I am available to provide any information the Board may require.
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Inspector General
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REVIEW OF THE DEPARTMENT’S ALPR SYSTEM AND USE IN THE FIELD

I EXECUTIVE SUMMARY

The Los Angeles Police Department (LAPD or Department) operates an Automated License
Plate Reader (ALPR) system that initially consisted of a limited number of cameras mounted on
police vehicles and traffic poles throughout Los Angeles. Over time, the Department has
expanded both the system’s use and the number of cameras in operation, prompting questions
regarding data retention practices, privacy protections, and the overall effectiveness of ALPR
technology in reducing crime.

California Senate Bill 34, enacted in 2015, requires law enforcement agencies operating ALPR
systems to maintain and make available a usage and privacy policy.! The law establishes
requirements related to the collection, access, retention, sharing, and security of ALPR
information and requires agencies to implement reasonable safeguards to protect ALPR data.
However, it does not itself create a comprehensive statewide transparency or oversight regime.

In 2023, the California Attorney General issued a bulletin providing guidance to help agencies
ensure that their collection, storage, and use of ALPR information comply with state law.? In
response, the Department issued Special Order No. 7, Automated License Plate Recognition
Usage and Privacy Policy — Revised, approved by the Board of Police Commissioners (BOPC)
in February 2023. The revised Special Order established procedures governing authorized uses
of ALPR data, access controls, training, information sharing, retention, deletion, and data
security. 3

Despite these legal and policy safeguards, concerns regarding the potential misuse and
unauthorized sharing of ALPR data continue to arise. Recent reports have documented instances
in which license plate data collected through Flock Safety, an ALPR provider used by law
enforcement agencies nationwide, including the LAPD, was accessible to federal agencies.
These reports also raised concerns regarding the adequacy of internal oversight and safeguards
designed to prevent unauthorized access and dissemination of ALPR data.

Public concerns about privacy, information sharing, and the reliability of ALPR technology
prompted the Office of the Inspector General (OIG) to review the Department’s policies and
practices. Although state law prohibits California law enforcement agencies from sharing ALPR
data with federal agencies, recent developments in federal immigration enforcement have raised
concerns that the federal government may seek access to that data. The OIG also examined the
extent of law enforcement activity generated by ALPR real-time alerts during a two-month
period.

!'Cal. Civ. Code §§ 1798.90.5-1798.90.55 (added by Sen. Bill No. 34)
2 https://oag.ca.gov/system/files/media/2023-dle-06.pdf
3 Department Manual, Volume III, Section 568.53, Automated License Plate Recognition Usage and Privacy Policy.
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Key Findings

The OIG’s findings are as follows:

The Department’s ALPR system includes 248 pole-mounted cameras, 140 cameras
mounted on police vehicle roofs, approximately 1,500 cameras installed inside police
vehicles, and seven mobile trailer cameras.

An additional 50 pole-mounted cameras in the Pacific Palisades area have been
temporarily loaned to the Department at no cost.

Three vendors provide ALPR technology and related services. However, the Department
does not have formal contracts or agreements in place for all services to address ALPR
data-security, privacy, and access-control requirements.

The Department shares ALPR data with 15 California law enforcement agencies under a
Memorandum of Agreement that establishes specific conditions and safeguards for data
sharing.

Department personnel must complete ALPR policy training before receiving
authorization to access and query ALPR databases.

Department policy requires the Department’s Audit Division to conduct periodic audits
of access to and use of ALPR data. Audit Division has issued one report in 2022.

The policy also requires Information Technology Bureau (ITB) conduct regular
inspections of the ALPR system operations and usage. The ITB conducts monthly
reviews of specific search terms entered by Department personnel when querying ALPR
data.

Police vehicles equipped with both in-car and roof mounted ALPR cameras generate an
alert on the vehicle’s mobile computer when a scanned license plate matches a plate on a
Hot List.

Police vehicles equipped with both camera systems generate duplicate alerts when the
same license plate is scanned by both systems.

The Department’s current process does not fully or accurately document the law
enforcement actions taken in response to ALPR alerts.

The Department’s ALPR cameras generated 210,568,103 license plate reads between
August 1 and September 30, 2025.

The OIG identified the following outcomes from in-car ALPR alerts generated between
August 1 and September 30, 2025:

o Officers confirmed 161 alerts as accurate matches to the scanned license plate;
however, subsequent investigation determined that the vehicles had not been
stolen.

o Three hundred, thirty-seven alerts resulted in the recovery of stolen vehicles.

Sixty-eight alerts resulted in 74 arrests.
o Nine alerts resulted in pursuits.

©)
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Recommendations

The OIG makes the following recommendations:

1.

I1.

Suspend the deployment of new ALPR cameras and the execution of new ALPR-related
contracts pending public input and a broader reassessment of vendors and data practices.
If the Department continues to use ALPR technologys, it shall obtain approval from the
BOPC for formal contracts or agreements with all ALPR vendors, regardless of the
contract amount or whether the agreement involves an exchange of funds. Those
contracts or agreements shall establish enforceable requirements governing data security,
privacy, access controls, retention, and auditing to protect Department ALPR data and
ensure accountability for its collection, use, and disclosure.

Note: In 2020, the California State Auditor recommended the LAPD update ALPR
vendor contracts with necessary data safeguards to address shortcomings the audit
identified.*

Strengthen oversight of ALPR data access by amending Department policy to require
annual audits to ensure that Department personnel are using the ALPR systems for
authorized purposes and to clearly communicate that misuse of ALPR data may result in
disciplinary action.

Develop and implement a standardized process for documenting traffic stops initiated by
ALPR alerts to ensure complete and accurate records and facilitate meaningful analysis
of officer actions and stop outcomes.

BACKGROUND

Given the complexity of the Department’s ALPR system — including its technology, operational
use, and governing policies — the OIG provides the following background to place its review
and findings in context:

ALPR Providers, Distribution, and Contracts
Funding

System Use

Data Access

Data Sharing

Data Retention, Storage, and Department Oversight
Hot Lists

Hot List Alerts

TOTmOOw >

4 https://information.auditor.ca.gov/pdfs/reports/2019-118.pdf
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A. ALPR Providers, Distribution, and Contracts

When in operation, ALPR cameras will capture a vehicle’s license plate number, date, time, and
location in addition to a photo of the vehicle. The ALPR cameras collect and record license plate
images that are visible to the public, including unenclosed driveways of private property. Once
an image is captured, the software converts the photo’s metadata into a searchable format within
a database. The ALPR scans typically record moving vehicles and may not always be accurate,
necessitating officer verification prior to any action.

In 2022, the Department signed a five-year contract, expiring on June 21, 2027, with the first of
three ALPR vendors — Motorola Solutions (Motorola)® — to install 140 ALPR cameras on
police vehicles (roof-mounted cameras), 60 pole-mounted cameras, and three trailer cameras.®
The Department repurposed three salvaged trailers with spare ALPR equipment, resulting in a
total of seven trailer cameras available for deployment in the field. Due to an increase in vehicle
thefts, Newton Division was the first to receive roof-mounted ALPR cameras. The remaining
cameras were evenly distributed throughout the Department by March 2026.”

The second ALPR vendor, Flock Safety (Flock), typically services businesses, residential
communities, and public sector agencies with pole-mounted cameras and data storage. Of the
138 pole-mounted cameras serviced to the LAPD, 50 are in the Pacific Palisades area to assist in
the aftermath of the January 2025 Palisades Fire, 49 are in West Los Angeles Area, and 39 are
distributed throughout Council District 11.% In total, the Department has access to the data
collected by 298 pole-mounted cameras throughout Los Angeles (160 through Motorola and 138
through Flock).

The Department’s partnership with the third ALPR vendor, Axon Enterprise (Axon), is the most
widely used, as the ALPR feature is integrated into the existing Digital In-Car Video (DICV)
system. In 2023, the ALPR feature was activated in approximately 1,500 police vehicles.” Axon
data — including DICV, Body-Worn Video (BWV), and ALPR images — is stored in
Evidence.com, an application used by the Department to access video evidence. Evidence.com
does not have the capability to query ALPR data. As a result, Axon partnered with Flock to use

5 The OIG reviewed the related contract, signed by the former Chief of Police and former Los Angeles City
Attorney. The ALPR system was originally serviced by Vigilant Solutions, which was acquired by Motorola in
2019. The contract is available at: https://cityclerk.lacity.org/onlinecontracts/2022/C-140535 ¢ 6-22-22.pdf

6 A trailer camera is a mobile portable vehicle equipped with a camera mounted on a pole designed to capture
license plate images. Trailer cameras are primarily used during major events, such as sporting events or parades.
7 The delay in the final implementation of the roof mounted cameras occurred because of operational and tactical
planning priorities, such as the Dodgers World Series Championship parade.

8 See Appendix A. The Flock MOU provided by the Department outlines the terms and conditions of use for the 50
Flock donated cameras currently being used in the Palisades area in response to the January 2025 fires. The
document was signed by Flock general counsel in January 2025 and signed by the Chief of Police (undated).
Additionally, the document includes a signature block for the City Attorney for approval; however, it remains
unsigned.

% This is an approximate number, as police vehicles may be out of service on any given day due to maintenance or
other issues.
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their application to search Axon-captured ALPR information. Although Axon ALPR data is
owned by the LAPD and not Flock, the Department does not currently have a written agreement
with Flock or Axon outlining security measures and protocols to secure Axon ALPR data within
Flock’s system. Flock’s access to Axon data is unknown in the absence of a written agreement.

In 2016, the Department entered a 10-year contract with Axon, expiring July 31, 2026, to equip
officers with BWV cameras and intermediate force electronic weapons (TASERs). In 2022, the
Department attested the contract with Axon to include the use of the ALPR feature integrated
within the DICV system.!® The contract outlined several security provisions and requirements
regarding data ownership, sharing, and storage to ensure the Department remained the sole and
exclusive owner of the collected data, prohibiting data sharing. As with Motorola and Flock,
Axon must meet the FBI’s Criminal Justice Information Services (CJIS) data storage
requirements to ensure data security. The OIG did note that while the Axon contract does
emphasize data ownership, it lacks specific language to address retention, search capability, and
information sharing with other law enforcement organizations. The contract contains clear
language establishing data ownership, security, portability, and data deletion but does not
specifically address compliance with California ALPR statutes.

California law limits the use of local resources for federal immigration enforcement and
establishes safeguards governing the collection, use, and sharing of personal information.!!
Recent federal immigration enforcement actions, however, have heightened scrutiny of law
enforcement technology and data-sharing practices, particularly where contractual arrangements,
technological capabilities, or third-party access may permit uses that are inconsistent with the
intent of those safeguards.

On June 11, 2023, the Department entered into a Memorandum of Understanding (MOU) with
Flock that remained in effect until June 2026.'> The MOU provided the terms and conditions for
which the Department had the right to access the features and functions of the Flock service
during the term. The MOU states that Flock retains the right to any recordings or data provided
through Flock and it may use the data for any purpose.

On January 23, 2025, the Department signed an MOU with Flock detailing the terms of use
associated with the 50 cameras loaned to the Department in the Pacific Palisades area.'*> The
MOU outlines the terms and conditions associated with data optimization, liability, insurance,
and operational use. The City and City Users are named as the responsible parties for all acts

10 The OIG reviewed the related contract, signed by the former Chief of Police and former Los Angeles City
Attorney. The contract is available at: https://cityclerk.lacity.org/onlinecontracts/2022/C-140744_C 07-01-22.pdf
' Senate Bill 34 (2015) and Senate Bill 54 (2017) — the California Values Act of 2017 is also known as the
‘Sanctuary State’ law. The law limits state and local law enforcement agencies from using resources to assist with
federal immigration enforcement. Additionally, in December 2024, the City of Los Angeles passed Ordinance
188441, which prohibits the use of any City resources, personnel, property and data to support federal immigration
enforcement.

12 See Appendix A. The MOU was signed on June 11, 2023, for a three-year term.

13 See Appendix B. The MOU was signed on January 23, 2025, for a six-month term.
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and omissions of data captured. The MOU lacks provisions to address data breaches or other
liability caused by Flock.

According to the MOU, “LAPD is the sole and exclusive owner of all data and information
provided to Flock by or on behalf of LAPD as well as any data collected by the Flock Equipment
in the City of Los Angeles (City Data).”'* Although the MOU highlights the Department’s
ownership of the information collected by Flock cameras, Flock retains the right to analyze and
anonymize City Data and City generated data to improve and enhance Flock services and system
development. Specifically, the MOU states “Flock shall have the right to collect, analyze, and
anonymize City Data and City generated data to the extent such anonymization renders the data
non-identifiable.” The MOU notes Flock’s intent behind the collection and anonymization of
data is to “improve and enhance the services for other development, diagnostic and corrective
purposes,” or to assist in the enhancement of technology in vehicle identification.

The OIG requested any contracts or other agreements related to the Flock cameras and Flock’s
access to Axon data. The Department could not produce documentation establishing the
contractual authority that identify applicable data-sharing terms and other governing provisions.
The absence of formal agreements is particularly concerning given the growing national concern
over third-party access to ALPR data and the limited understanding within law enforcement of
how such data is accessed, shared, and used.

In October 2025, the University of Washington’s Center for Human Rights reported that Flock
had implemented an information-sharing pilot program that allowed federal agencies to access
license plate data collected by local law enforcement agencies without those agencies’
knowledge or consent. !> The report raised questions about whether agencies fully understand
the scope of data access available through the platform and whether existing agreements
adequately protected against unauthorized information sharing.

Since that report, public allegations of data sharing and misuse have prompted other jurisdictions
to deactivate cameras or terminate contracts with Flock. In 2025, Hillsborough, North Carolina'¢
announced that it would end its contract with Flock, followed by Flagstaff, Arizona. 17 1n 2026,
additional jurisdictions cancelled their contracts with Flock including Santa Cruz,'® Santa Clara
County,'” Mountain View,?® and South Pasadena.?!

14 The Flock MOU defines “City Data” as data collected by Flock equipment in the City of Los Angeles.

15 https://jsis.washington.edu/humanrights/2025/10/21/leaving-the-door-wide-open/

16 https://www.hillsboroughne.gov/Home/Components/News/News/856/14

17 https://www.azfamily.com/2025/12/20/flagstaff-cancels-controversial-contract-flock-safety-cameras/

18 https://santacruzlocal.org/2026/01/13/santa-cruz-leaders-vote-to-terminate-contract-with-flock/

19 https://www.kged.org/news/12074467/santa-clara-county-leaders-cut-out-flock-safety-in-new-surveillance-policy
20 https://www.mountainview.gov/Home/Components/News/News/1211/284

21 https://www.foxla.com/news/south-pasadena-remove-flock-safety-cameras-over-privacy-concerns
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B. Funding

As of the date of this report, the Department has access to ALPR data captured by 298 pole-
mounted cameras, approximately 1,500 police vehicles equipped with in-car cameras, 140 roof-
mounted cameras, and seven mobile trailer cameras that can be deployed anywhere in the City of
Los Angeles. Of the 298 pole-mounted cameras, 139 were funded by Council Districts 11 and
12, 60 were purchased by the Department,*? 49 were acquired by the Los Angeles Police
Foundation (LAPF) using donated funds from local Homeowners Associations, and the
remaining 50 cameras are currently on loan and strictly for use in the Pacific Palisades area to
support law enforcement efforts after the Palisades Fire. All pole cameras have been distributed
throughout the City, with placement focused on high-traffic pedestrian areas, freeway entrances
and exits, and areas known for high-risk crime.

In 2023, former Chief of Police Michael Moore presented to the BOPC the Department’s 2023-
2025 Strategic Plan outlining an intention to increase pole camera placement throughout the City
of Los Angeles by 50% in the 2023-2024 fiscal year and again by another 50% in the 2024-2025
fiscal year. > The funds used to purchase and install some cameras were provided by the LAPF,
with former Chief Moore noting earmarked monies to support the maintenance of the cameras
moving forward. A review of BOPC agenda items between December 2024 and May 2025
revealed $619,302 provided on behalf of the LAPF in support of ALPR technology.?* 2°

The table below shows the Department’s ALPR camera distribution and funding source.?®

[INTENTIONALLY LEFT BLANK]

22 The Department purchased the cameras using the Urban Areas Securities Initiative (UASI) Grant. UASI is a grant
provided by the Department of Homeland Security to fund dense high-risk regions to prevent, prepare for, and
respond to threats.

23 https://www.lapdpolicecom.lacity.org/072523/BPC_23-122.pdf.

24 The Los Angeles Police Foundation is the primary non-profit partner and largest source of private funding for the
Los Angeles Police Department.

25 This total was determined upon review of the 2025 BOPC approved items. BOPC agenda archives can be found
at: https://www.lapdonline.org/police-commission/police-commission-meetings-archives/

26 See Appendix C for a map of the distribution of the pole cameras and related purchase orders, where available.
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Camera Type | No. of Cameras | Location | Funder

FLOCK SAFETY CAMERAS
Pole Mounted 50 West Los Angeles [On loan for use by the
(Palisades) Department due to the January
2025 Palisades Fire
Pole Mounted 49 West Los Angeles [Los Angeles Police Foundation?’
Pole Mounted 39 Council District 11 |Council District 112
MOTOROLA SOLUTIONS CAMERAS

Pole Mounted 100 Devonshire Council District 12%
Pole Mounted 8 77" St 1 os Angeles Police Department °
Pole Mounted 5 Hollywood Los Angeles Police Department
Pole Mounted 3 Central Los Angeles Police Department
Pole Mounted 4 Olympic Los Angeles Police Department
Pole Mounted S Southeast Los Angeles Police Department
[Pole Mounted 5 Wilshire I os Angeles Police Department
Pole Mounted 4 Hollenbeck Los Angeles Police Department
Pole Mounted 3 Mission Los Angeles Police Department
Pole Mounted 4 North Hollywood |[Los Angeles Police Department
Pole Mounted 3 Newton Los Angeles Police Department
Pole Mounted 3 Rampart Los Angeles Police Department
[Pole Mounted 3 West Valley Los Angeles Police Department
[Pole Mounted 1 Foothill Los Angeles Police Department
Pole Mounted 2 Harbor Los Angeles Police Department
Pole Mounted 2 Northeast Los Angeles Police Department
Pole Mounted 2 Topanga I os Angeles Police Department
Pole Mounted 2 Van Nuys Los Angeles Police Department
Pole Mounted 1 Southwest Los Angeles Police Department
Trailer 43! Various Los Angeles Police Department
Roof Mounted 140 Department-Wide [Los Angeles Police Department

AXON CAMERAS

[Police Vehicles

Approx. 1,500

| Department-Wide |Los Angeles Police Department

7 All donatlons are plesemed to and approv ed by the BOPC. Agenda archives can be found at:
: V/

49 cameras were approvi ed between December 2024 and May 2025.

B

.gov/press-releases/councilmember-traci-

ark-launches-comprehensive-

1-meetings-archives/. Donations to purchase the

ublic-safety-package-

make-council. The funds were transferred from Council District 11 to the Depamnent then the Department
submitted a Pur chase Oldel to the City of Los Angeles, General Services Division (GSD).

late-reader-program-launches. The funds were transferred

from Councﬂ Dlstuct 12 to the Department, then the Department submitted a Purchase Order to GSD.

3 The Department purchased 60 pole cameras and 4 trailer cameras using UASI grant funds.

3! The Department repurposed three salvaged trailers with spare ALPR equipment, resulting in a total of seven
trailer cameras available for deployment in the field.
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C. System Use

In June 2025, ITB presented its annual Comprehensive Technology Report to the BOPC which
included the Department’s use of ALPR technology.*?> The report highlighted the frequency and
efficacy of ALPR usage, emphasizing its value in follow-up investigations. The Department’s
ALPR system is used by investigators to develop leads for existing investigations, while officers
in the field rely on real-time alerts to initiate a traffic stop on vehicles linked to crimes, involve
at-risk or missing persons, or are stolen.

Department policy outlines the following authorized uses of ALPR data for official Department
33
purposes:

- criminal investigations or proceedings,

- non-criminal investigations,

- administrative investigations or proceedings,

- civil investigations or proceedings,

- situational awareness operations, and

- responses to cognizable threats to public safety.

The purpose of the ALPR system is to capture and store images of license plates and associated
vehicle information. The system does not perform analytical functions, identify trends, patterns,
or incorporate facial recognition capabilities. Additionally, ALPR data is not used to support
predictive policing strategies or generate forecasts about potential criminal activity.

D. Data Access

Access to ALPR data requires Department personnel to complete a course through the LAPD’s
online training platform — Learning Management System (LMS) — to demonstrate proficiency
and understanding of the system. The two-hour training course provides officers with an
overview of ALPR functionality, use, and current Department policy. Once the training is
successfully completed and the user has demonstrated an understanding by passing a quiz, the
user is granted an investigator account with access to query ALPR data. Recertification and
follow up training of the ALPR system is not required; however, Department employees are
encouraged to participate in various trainings provided by the vendor, free of charge.

Once an account has been granted, a user can query ALPR data through either the Motorola or
Flock applications. Department personnel access both Flock and Axon ALPR data through the
Flock application, while Motorola remains a standalone application. To query the Flock
application, the user must enter the related case identification details in the free-form text box in
addition to providing a reason for the query in another free-form box. The user must then select

32 Department report titled, “Comprehensive Technology Report,” dated May 16, 2025. See
https://www.lapdpolicecom.lacity.org/062525/BPC_25-164.pdf

33 Department Manual, Volume I1I, Section 568.53, Automated License Plate Recognition Usage and Privacy Policy
— Authorized Uses.
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an “offense type” from a dropdown menu to expand upon the search reason. The Motorola
application shares similar characteristics to Flock, requiring the user to list casefile identification
details in a free-form text box, followed by selecting a reason for the license plate query from a
dropdown menu.>* Because both applications permit users to enter case information in a largely
unstructured manner, the resulting records lack consistency. As a result, auditing user activity
and identifying potential misuse requires significantly greater effort.

E. Data Sharing

Department policy states that ALPR data recorded or retained by the Department shall not be
sold, shared, transferred, or disclosed and shall only be shared with local law enforcement
agencies in which the Department has entered an Memorandum of Agreement (MOA).?> MOAs
require partnering law enforcement agencies to take various measures to ensure data security,
including: (a) provide quality assurance of information entered, (b) maintain data sharing
protections, and (c) ensure data security and privacy. MOAs typically expire after three years
from the date of the last signature, unless terminated early by written agreement.

At present, the Department has an MOA with the following law enforcement agencies:

(1) Huntington Park Police Department, (2) La Mesa Police Department, (3) Livermore Police
Department, (4) San Luis Obispo Sheriff’s Department, (5) West Covina Police Department,
(6) Los Angeles Port Police, (7) Torrance Police Department, (8) Ceres Police Department,
(9) Hayward Police Department, (10) Signal Hill Police Department, (11) Glendale Police
Department, (12) Alhambra Police Department, (13) Simi Valley Police Department,

(14) Rohner Police Department, and (15) Madera County Sheriff’s Department.>* MOAs
prohibit the sharing of ALPR data outside the contracted parties.

While the terms of the MOA require partnering agencies to maintain data confidentiality, sharing
protections, security and privacy, the MOA does not require the partnering agency to conduct
periodic audits to evaluate compliance. Further, the Department does not conduct any regular
inspections of the search queries submitted by partnering agencies. However, any violation of an
MOA identified by the Department would result in the termination of the agreement.

Public concern regarding safeguards and information sharing of ALPR data with federal agencies
has grown since June 2025. This concern was heightened following the publication of a 2026
internal audit of the Mountain View Police Department’s use of Flock.?” According to the audit,
a pattern of concerning search terms, such as “ICE” and “immigration” emerged suggesting

2 <

34 The dropdown list includes, “be on the lookout,
query of the data.

35 Department Manual, Volume II1, Section 568.53, Automated License Plate Recognition Usage and Privacy Policy
— Sharing of ALPR Data.

36 See Appendix C. The OIG reviewed all the signed MOAs between the Department and each participating agency
and found that all agreements contained identical terms and provisions. This list is current as of the date of this
report.

37 https://content.govdelivery.com/accounts/ CAMOUNTAINVIEW/bulletins/406640

crime analysis,” and other general reasons for conducting a
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Mountain View Police Department officers were conducting searches on behalf of federal
agencies. Considering these public concerns, the OIG requested ITB conduct an audit of the
ALPR applications.

In July 2025, ITB inspected both the Flock and Motorola applications for search terms including
“immigration” and “ICE” and reported no instances of those terms being used to query ALPR
data.*® The Department’s written agreement with Motorola outlines the guidelines for
maintaining the confidential information collected by their ALPR cameras and, specific to the
sharing of information, the agreement states that Motorola is prohibited from sharing any ALPR
data or information with ICE.*

Department policy states that the Department’s ALPR system shall only be accessed and used on
a “need to know” and “right to know” basis.** On November 6, 2025, the Department
disseminated an e-mail titled, “Sensitive and Confidential Department Records and Information
Reminder, ” to remind all personnel of the Department’s policies governing confidential records,
reports, and information release and to reinforce that all Department records — even those not
classified as sensitive or confidential — remain the property of the Department. *! Access to
ALPR data applications is restricted through unique login credentials, requiring authorized
LAPD usernames and passwords.

F. Data Retention, Storage, and Department Oversight

Department policy outlines the guidelines for the management, storage, and security of ALPR
data captured, noting all data shall be stored on a Department approved storage system compliant
with CJIS.** 43 Specifically, Axon and Motorola data are stored for five years in their
application specific databases but are searchable by users for only two years. It is only upon

38 The OIG's request was limited ICE and did not encompass other agencies within the Department of Homeland
Security.

39 Section titled “Information Sharing” of the agreement states, “For the avoidance of any doubt, no ALPR data
collected by the Contractor for the LAPD pursuant to this Agreement shall be provided by the Contractor to any
person or entity outside of the LAPD, except at the prior and express written direction of the Commanding Officer
of Information Technology Bureau. Further, and notwithstanding anything in this Agreement to the contrary, the
Contractor shall not provide any ALPR data or information, gathered from or for the LAPD as part of performing
the services of this Agreement, with the U.S. Immigration and Customs Enforcement agency of the U.S. Department
of Homeland Security.”

40 Department Manual, Volume 111, Section 568.53, Automated License Plate Recognition Usage and Privacy Policy
- Limitations on Use of ALPR Data.

41 E-mail dated November 6, 2025, cited Department Manual, Volume III, Section 406.10, Guidelines and
Restrictions for the Release of Police Record Information, and Section 408.16, Releases of CORI - Determination of
Right - To -Know/Need - To - Know.

42 Department Manual, Volume 111, Section 568.53, Automated License Plate Recognition Usage and Privacy
Policy.

43 The Federal Bureau of Investigations’ approved storage system compliant with information security standards is
called the Criminal Justice Information System (CJIS). Flock, Axon, and Motorola meet CJIS standards.
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special request that an ALPR manager may view data for the remaining three years. Flock data
is stored on Flock servers for a period of five years.*

When searching for a license plate captured by Motorola, Flock, or Axon, an authorized user can
query either the Motorola or Flock applications. Motorola and Flock have capability to conduct
a license plate only search, as opposed to Axon which does not. While all Axon captured data is
stored in Evidence.com, the information is not searchable by license plate number only. As a
result, Axon partnered with Flock which provides one way query and data retrieval of Axon data.
As previously reported, the Department does not currently have a written agreement with Flock
or Axon outlining security measures and protocols to ensure data security between Axon and
Flock.

The ALPR applications operate under the assumption a user has the appropriate accesses,
purpose, and “need to know” associated with the application. Because an investigator must go
through an approval and training process to obtain an account, there is an expectation the
investigator adheres to mandated access and data sharing rules. The Department regularly
monitors employee investigator accounts, which are automatically deactivated when inactive for
more than 90 days. Investigator accounts are also deactivated when Department personnel have
been terminated, retired, or resigned. The Department’s System Administrator is responsible for
the deactivation of the investigator accounts, which occurs daily, Monday—Friday. This practice
stems from a 2022 Department Audit of the ALPR system, which identified inactive user
accounts that had not been deactivated.*

The 2025 Comprehensive Technology Report outlines the Department’s technology oversight
efforts — both ITB and the Department’s Audit Division are responsible for conducting
compliance inspections to ensure alignment with established policies and procedures, including
data access. In addition, Department policy requires Audit Division to conduct periodic audits of
access and use of ALPR data in accordance with their Annual Audit Plan.*® Further, Department
policy requires the Department’s ITB to maintain ALPR data access records for five years.*’

Department policy also states that ITB should conduct regular inspections on the use and the
operations of the ALPR system. Accordingly, ITB conducts monthly inspections of the search
terms used by Department investigators to query ALPR data. These inspections are not formally
documented or memorialized and are intended to ensure administrative compliance with

4 See Appendix B. ‘Confidentiality’ — Flock shall retain all data collected for five years at no charge to the
Department or City.

45 The Department presented its 2022 Audit, “Automated License Plate Recognition Audit” to the BOPC in October
2022.

46 Department Manual, Volume 111, Section 568.53, Automated License Plate Recognition Usage and Privacy
Policy-Records of Access and Periodic System Audits.

47 Records of access include:

- the date and time the information is accessed;

- the license plate number or other data elements used to query the ALPR System;

- the username of the person who accessed the information; and,

- the identified authorized purpose for accessing the information.
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Department policy, rather than identify employee misconduct or misuse of access. The
inspection results may be provided to the ITB Commanding Officer upon request.

Motorola allows for additional data management oversight by allowing the Department to audit
the vendor’s data privacy and security program once per calendar year with 30 days’ advance
notice.*8

G. Hot Lists

The ALPR alerts are generated when a scanned license plate matches an entry on a Hot List
maintained in one of three databases. These databases include records of vehicles connected to a
crime, are stolen, or involve missing or at-risk individuals. The first database is maintained by
the California Department of Justice (CalDOJ) and contains license plate details of vehicles
identified by law enforcement officers throughout the state of California. The vehicles entered in
the CalDOJ database remain there until the vehicle has been located and the corresponding law
enforcement entity that entered the plate details removes it from the database. The Department’s
Vehicle Identification and Processing Unit (VIPU) has access to the CalDOJ database and is
responsible for entering and removing stolen vehicles identified by LAPD, and only LAPD. The
VIPU operates 24 hours a day and is staffed by civilian employees.

The second and third databases are generated and maintained by LAPD and Los Angeles County
Sheriff’s Department (LASD). Both databases provide instructions connected to the license
plate for officer awareness when encountering and engaging the vehicle. The LASD entries are
entered and removed by LASD and do not have an automatic expiration date, as opposed to
manual entries made by the Department, which expire after three days.

H. Hot List Alerts

Roof-mounted and DICV ALPR cameras are always active and continuously scanning license
plate numbers whenever the police vehicle is turned on. As the camera is scanning license
plates, the ALPR system is comparing those details to the Hot Lists, in real-time. When a license
plate matches with a vehicle of interest on a Hot List, an alert will appear on the police vehicle’s
Mobile Digital Computer (MDC).* The camera lens on a DICV will capture what is directly in
front of the lens, where as a roof-mounted camera will capture a higher angle and will therefore
capture different surrounding images due to its placement. If a police vehicle has both ALPR
cameras and they scan and match with the same license plate, two separate alerts will appear on
the vehicle’s MDC screen simultaneously.

Officers may acknowledge if the hit was correct or incorrect, as errors with scanning and
matching license plates do occur.”® For a correct hit, officers may take further action but are not

48 See Motorola contract: https:/cityclerk.lacity.org/onlinecontracts/2022/C-140535 ¢ 6-22-22.pdf.

4 The MDC is a mobile computer that connects to Department databases and resources for use by officers when in
the field.

30 Letters, numbers, or registration State can be misread.
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required to take further action as they may be actively investigating another incident or unable to
safety change direction to peruse the vehicle from the alert.

An ALPR alert does not immediately inform field officers of the reason for the license plate’s
placement on the Hot List.>! Officers must utilize Department resources available through the
MDC to gather more information to safely approach the vehicle. Often, officers will approach
the vehicle with extreme caution or conduct a “high-risk” stop. This involves calling for back
up, air support, and a supervisor and ordering the suspect out of their vehicle. Department policy
requires officers to attempt to verify the accuracy of the ALPR alert prior to conducting a stop. >

III.  OIG REVIEW OF ALPR ALERTS

The ALPR system assists field officers by providing real-time alerts of vehicles wanted in
connection with felony crimes, stolen vehicles, or other criminal investigations. These alerts
enable officers to respond promptly and take appropriate enforcement action when they are
available, in accordance with Department policy. The OIG sought to assess the overall outcomes
resulting from Hot List alerts during the defined review period: August 1 to September 30, 2025.

A. Review Period and Available Alert Outcome Data

All police vehicles have one ALPR camera integrated in the DICV system, while a limited
number of police vehicles have an additional camera mounted on the roof (approximately 140 of
1,500 or roughly 10%). Both camera systems overlap a portion of their field of view but also
scan slightly different areas based on their placement. Police vehicles with both ALPR camera
systems will simultaneously provide officers with an alert from both the Motorola and Axon
applications — where the same license plate is scanned prompting officers to confirm whether
the license plate read is accurate. The Axon application also enables officers to document any
action taken in response to a confirmed Hot List alert. Accordingly, the results and outcomes of
alerts generated by roof-mounted ALPR cameras are not documented within the application and
therefore not available for inclusion in this review.

The Department provided the OIG with all Hot List alert data extracted from the Axon

application for the two-month review period of August 1 to September 30, 2025. The raw data
indicated that 50,180 ALPR hits through Axon were reported to field officers during the review
period.>®* The OIG removed all duplicate alerts and organized the remaining data by date, time,

5! Officers are unable to respond to every ALPR alert due to various circumstances encountered during patrol,
including responding to a critical incident, traffic safety considerations, or not hearing the alert while outside the
vehicle.

52 Department Manual, Volume I11, Section 568.53, Automated License Plate Recognition Usage and Privacy Policy
— Quality Assurance states “Department personnel shall attempt to verify records obtained prior to conducting an
investigative stop.”

33 The OIG identified numerous duplicate alerts caused by multiple police vehicles responding to the same scene and
simultaneously capturing the targeted license plate. These multi vehicle responses also result in multiple actions
reported for a single incident.
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involved officer serial number, vehicle description and license plate number of vehicle of
interest, and the action taken, if any.>*

The Axon application enables field officers to select from a list of actions taken, including but
not limited to “no action taken,” “citation issued,” “arrest — felony,” “not stolen,” “not wanted
(person),” and “vehicle recovered/towed/impounded.” The application only allows for one
option from the list to be selected. In the absence of a selection, the default will record the
disposition of “no action taken.” The Axon application is not designed to analyze or track
actions taken. As a result, the OIG was unable to accurately identify primary unit officers or
determine the overall outcomes of law enforcement actions in response to ALPR hits during the
review period.

99 ¢ 29 ¢

For stops resulting in an arrest, the OIG reviewed BWV recordings, incident details, and related
reports to corroborate and document the actions taken and to ensure a clear understanding of the
incident outcome.

IV.  OIG REVIEW RESULTS AND FINDINGS

The roof-mounted ALPR system does not capture actions taken in response to Hot List alerts,
and the DICV ALPR system data is not structured in a manner that allows for efficient analysis.
Accordingly, the compiled data cannot be considered a complete or accurate measure of all
actions taken in response to alerts during the two-month review period.

Based on available Axon data, the OIG determined that of the 50,183 total alerts, 5,911 were
unique license plates. During the two-month review period, the Department’s ALPR cameras
generated 210,568,103 license plate reads.

A. No Action Taken

Of those 5,911 license plate hits, for 4,575 alerts officers verified the license plate match was
accurate and selected “no action taken” or did not make any selection which also records the
disposition as “no action taken.”

B. Duplication of Action Taken

Multiple police vehicles that respond to the same incident and get an alert will result in multiple
actions taken for the same incident. The OIG identified 1,182 alerts for which officers
confirmed the license plate information was correct, but the action taken selected was not
accurate and consistent with what occurred. Ideally, only the primary unit officers should
document the outcome of the stop. When multiple officers enter or select an action in the
system, this can result in duplicate, inconsistent, or incorrect entries about what happened.

54 Despite extensive analysis, the results of the police action taken may be inaccurate, as multiple officers and police
vehicles report differing dispositions for the same incident.
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C. Determined Not Stolen

When records are not updated in a timely manner, officers may act on inaccurate or outdated
information, increasing the risk of unnecessary enforcement actions, including vehicle stops and
wrongful detentions, or a confrontation with serious consequences. Department policy dictates
that officers attempt to verify all records prior to conducting an investigative stop; however,
conditions outside the officer’s control can also impact a stop. For example, delays in updating
records may cause a license plate to remain on a Hot List after the vehicle has been recovered or
is no longer considered stolen.

During the review period, officers acknowledged 161 alerts as accurate license plate matches;
however, subsequent investigations determined the vehicles were not stolen.

In addition to creating an inconvenience for vehicle owners, these inaccuracies can affect
individual liberty interests, erode public trust, and potentially create substantial legal and
financial liability concerns.

D. Stolen Vehicles and Stolen License Plates Recovered

The OIG found that during the two-month review period, 337 stolen vehicles were recovered
without incident. Valley Bureau recovered the most vehicles, with 144 recoveries, followed by
Central Bureau with 72, South Bureau with 70, West Bureau with 44, and seven with Traffic
Services Division.

Additionally, the OIG noted the recovery of 24 stolen license plates attached to a vehicle not
reported stolen. The tactic of stealing a license plate from an inconspicuous vehicle to place on a
stolen vehicle is used to deter investigators and evade capture.

E. Arrests and High-Risk Stops

The OIG identified 74 arrests resulting from 68 stops generated by Hot List alerts.>> Of those,
five stops involved the arrest of the driver and occupants.’® Of the 68 arrests, 15 suspects were
charged with Grand Theft Auto, 34 were charged with Taking of a Vehicle without the Owner’s
Consent, four were charged with Evading, and three were charged as a Felon in Possession of a
Firearm. The remaining charges include Robbery, Battery, Assault with a Deadly Weapon,
Receiving Stolen Property, and Terrorizing Causing Fear.

Of those 68 stops, officers used high-risk stop tactics to remove the vehicle occupants from the
vehicle and take them into custody during 46 stops. The Department manual states officers must
broadcast Code Six Charles when encountering a license number connected with suspects or
vehicles considered armed and dangers—generally leading to a responding officer using high-

35 When querying the data, arrests were categorized in three ways: ‘arrest’ (7 occasions), ‘Criminal Charge’ (3
occasions), ‘Arrest-Felony’ (69 occasions), and ‘Arrest — Misdemeanor’ (6 occasions).
56 Occupants taken into custody had existing arrest warrants.
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risk stop tactics for safety purposes.®’ Patrol officers will determine the necessity of a high-risk
stop based on the information listed when verifying the license plate number.

F. Vehicle Pursuits

The OIG identified nine vehicle pursuits that resulted from Hot List alerts during the review
period. Of these nine pursuits:
e Five concluded with the suspects surrendering and being taken into custody without
incident;
e One involved a foot pursuit ending in a surrender;
¢ One involved both a foot pursuit and a non-categorical use of force as officers used body
force to subdue the suspect to the ground, placing them into handcuffs prior to taking
them into custody;
e One involved a traffic collision resulting in undercarriage damage to the suspect vehicle,
followed by a foot pursuit that concluded with the suspect’s surrender;>®
e The final pursuit was handed off to CHP and ended in a surrender.
e Only one of the nine pursuits involved a vehicle containing more than one occupant
where all suspects were arrested.>

V. RECOMMENDATIONS
The OIG makes the following recommendations:

1. Suspend the deployment of new ALPR cameras and the execution of new ALPR-related
contracts pending public input and a broader reassessment of vendors and data practices.
If the Department continues to use ALPR technologys, it shall obtain approval from the
BOPC for formal contracts or agreements with all ALPR vendors, regardless of the
contract amount or whether the agreement involves an exchange of funds. Those
contracts or agreements shall establish enforceable requirements governing data security,
privacy, access controls, retention, and auditing to protect Department ALPR data and
ensure accountability for its collection, use, and disclosure.

Note: In 2020, the California State Auditor recommended the LAPD update ALPR
vendor contracts with necessary data safeguards to address shortcomings the audit
identified.

57 When engaging in a high-risk stop, officers will typically request back up units and an airship to assist in taking
the driver and other occupants into custody. Officers will draw their weapons, using their vehicle as a barrier—
calling commands to the driver and any vehicle occupants.

38 The suspect’s erratic driving caused the vehicle’s undercarriage to hit the road, causing damage.

59 The arrests associated with the nine pursuits are included in the total of 74 arrests.
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2. Strengthen oversight of ALPR data access by amending Department policy to require
annual audits to ensure that Department personnel are using the ALPR systems for
authorized purposes and to clearly communicate that misuse of ALPR data may result in

disciplinary action.

3. Develop and implement a standardized process for documenting traffic stops initiated by
ALPR alerts to ensure complete and accurate records and facilitate meaningful analysis
of officer actions and stop outcomes.
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VI. DEPARTMENT RESPONSE



Review of the Department’s ALPR System and Use in the Field
Page 20
1.0



Review of the Department’s ALPR System and Use in the Field
Page 21
1.0



Review of the Department’s ALPR System and Use in the Field
Page 22
1.0



Review of the Department’s ALPR System and Use in the Field
Page 23
1.0



Review of the Department’s ALPR System and Use in the Field
Page 24
1.0



Review of the Department’s ALPR System and Use in the Field
Page 25
1.0



Review of the Department’s ALPR System and Use in the Field
Page 26
1.0



Review of the Department’s ALPR System and Use in the Field
Page 27
1.0



Review of the Department’s ALPR System and Use in the Field
Page 28
1.0



Review of the Department’s ALPR System and Use in the Field
Page 29
1.0



Review of the Department’s ALPR System and Use in the Field
Page 30
1.0



Review of the Department’s ALPR System and Use in the Field
Page 31
1.0



Review of the Department’s ALPR System and Use in the Field
Page 32
1.0



Review of the Department’s ALPR System and Use in the Field
Page 33
1.0



Review of the Department’s ALPR System and Use in the Field
Page 34
1.0



Review of the Department’s ALPR System and Use in the Field
Page 35
1.0



Review of the Department’s ALPR System and Use in the Field
Page 36
1.0



Review of the Department’s ALPR System and Use in the Field
Page 37
1.0



Review of the Department’s ALPR System and Use in the Field
Page 38
1.0



Review of the Department’s ALPR System and Use in the Field
Page 39
1.0



Review of the Department’s ALPR System and Use in the Field
Page 40
1.0



Review of the Department’s ALPR System and Use in the Field
Page 41
1.0



Review of the Department’s ALPR System and Use in the Field
Page 42
1.0



Review of the Department’s ALPR System and Use in the Field
Page 43
1.0



Review of the Department’s ALPR System and Use in the Field
Page 44
1.0



Review of the Department’s ALPR System and Use in the Field
Page 45
1.0



Review of the Department’s ALPR System and Use in the Field
Page 46
1.0



Review of the Department’s ALPR System and Use in the Field
Page 47
1.0



Review of the Department’s ALPR System and Use in the Field
Page 48
1.0



Review of the Department’s ALPR System and Use in the Field
Page 49
1.0



Review of the Department’s ALPR System and Use in the Field
Page 50
1.0



Review of the Department’s ALPR System and Use in the Field
Page 51
1.0



Review of the Department’s ALPR System and Use in the Field
Page 52
1.0



Review of the Department’s ALPR System and Use in the Field
Page 53
1.0



Review of the Department’s ALPR System and Use in the Field
Page 54
1.0



Review of the Department’s ALPR System and Use in the Field
Page 55
1.0



Review of the Department’s ALPR System and Use in the Field
Page 56
1.0



Review of the Department’s ALPR System and Use in the Field
Page 57
1.0



Review of the Department’s ALPR System and Use in the Field
Page 58
1.0



Review of the Department’s ALPR System and Use in the Field
Page 59
1.0



Review of the Department’s ALPR System and Use in the Field
Page 60
1.0



Review of the Department’s ALPR System and Use in the Field
Page 61
1.0



Review of the Department’s ALPR System and Use in the Field
Page 62
1.0



Review of the Department’s ALPR System and Use in the Field
Page 63
1.0



Review of the Department’s ALPR System and Use in the Field
Page 64
1.0



Review of the Department’s ALPR System and Use in the Field
Page 65
1.0



Review of the Department’s ALPR System and Use in the Field
Page 66
1.0



Review of the Department’s ALPR System and Use in the Field
Page 67
1.0



Review of the Department’s ALPR System and Use in the Field
Page 68
1.0

Appendix A

f{fock safety

MEMORANDUM OF UNDERSTANDING

This Memorandum of Understanding (hercinafter "“MOU") is entered into by and between Flock Group, inc.
(“Flock”), with a place of business at 1170 Howell Miil Rd NW Suite 210, Atlanta, GA 30318 and the

Los Angeles Police Department (“LAPD" or “Department”), each a *Party,” and together, the
“Parties.”

Whereas, the Department desires to access Flock’s technology platform and Flock Safety dashboard
(together, the “Flock Service®) for the purposes of facilitating the submission of photos and videos
("Recordings”®) to the Department for investigative purposes, consistent with LAPD policy, applicable law,

while utilizing Flock’s software for automatic license plate detection. Whereas, Flock desires to share '
sud; Recordings and supplemental data with the Depariment pursuant to the foliowing tenms and :
conditions:

1. Purpose. To allow the Dspartment to utilize the Flock Services to gain awareness with respect to the
communitigs for which they serve, and to protect and facilitate investigations (the “Purpose”).

2. Access Rights to Flock Services. Subject to the terms and conditions contained In this MOU, Flock
hereby grants to the Department a non-exclusive, non-transferable right to access the features and
functions of the Flock Service during the Term (as defined belcw), soely for use by Authorized Users in
accordance with the terms and conditions herein, and only through the Department’s official email
account. Forthe purposes of this MOU, “Authorized Users” means employees, agents, or officers of the
Department accessing or using the Flock Services for the Purpose. The Department shall undertake
reasonable efforts tc make all Authorized Users aware of the provisions of this MOU as applicable to such
Authorized User’s use of the Flock Servics, and shall cause Authorized Users to comply with such

provisions.

3. Restricdons on Use The Department shall use the Flock Service solely for govemmental purposes,
congistent with LAPD policy and applicable law.

4, Suspenslon of Service. Flock may Immediately suspend and/or revoke the Department’s eand any
Authorized User's access to any portion or all of the Flock Service if Flock determines that (a) there is a
threat or attack on any of the Flock Service by Department; (b) the Department's or any Authorized Uger’s
use of the Flock Service disrupts or poses a security risk to the Flock Service or any other customer or
vendor of Flock; (c) the Department or any Authorized User usee the Flock Service for fraudulent or lllegal
activities; (d) any unauthorized user has accessed Flock Service through the Department’s account; or (e)
the Department violates any term of this MOU, Including, but not limited to, utilizing the Flock Service for
anything other than the Purpose.

5. Ownershlp. As between the Parties, subject to the rights granted in this MOU, Flock and its licensors
retain alf right, tite and interest in and to the Flock Service and its components, and any Recordings or
data provided by Flock thirough the Flock Service, and the Department acknowledges that it neither owns
nor acqulres any additional rights in and to the foregoing not expressly granted by this MOU. The
Department further acknowledges that Flock retains the right to use the foregoing for any purpose in
Flock’s sole discretion.

6. Warranty. Flock makes no express or implied warranty as to the: Conditions of the Recordings, their
fitness for a particular research, data, investigative purpose, resultng actions or omissions resulting from
Recondings, or supplemental data obtained by the Department through the use of Flock Services.

7. Financial Implications to Department No financial commitment by the Department is required to
access the Flock Service or Recordings.
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8. Term; Termination.

A. Term. This MOU will commence once executed by both Parties and shall continue for a period of three
(3) yeers.

B. Termination. Prior to expiration of the Term, either Party may terminate this MOU for Its convenience,
and in its sole discretion, by providing thirty (30) days prior written notice of termination to the other Party.
Additionally, either Party may temminate this MOU upon written notice if the other Party has breached a
material term of this MOU and has not cured such breach within thirty (30) days of receipt of notice from
the non-breaching party specifying the breach. Upon termination of this MOU, LAPD will inmediately
cease all access or use of the Flock Servics.

9. Indemnification. Exceptfor the active negigence or wiliful misconduct of LAPD, or any of its boards,
officers, agents, employees, assigns and successors in interest, Flock shall defend, indemnify and hold
hammniess LAPD and any of its boards, officers, agents, employess, assigns. and successors in interest
from and against all lawsuits and causes of actlon, claims, iosses, demands and expenses, including, but
not limited to, attorney’s fees (both in house and cutside counsel) and cost of litigation (including all actual
litigation costs incurred by LAPD, including but not limited to, coste of experts and consultants), damages
or liability of any nature whatsoever, for death or injury to any person, including Flock's employees and
agents, or damage or destruction of any property of either party hereto or of third parties, arising In any
manner by reason of an act, error, or omission by Flock, Flock’s subcontractors, or their boards, officers,
agents, employees, assigns, and successors in interest. The rights and remedies of LAPD provided in this
section shall not be exclusive and are in addition to any other rights and remedies provided by law or
under this MOU. This provision will survive expiration or termination of this MOU.

10. Confidentiality.

Obligations. During the perfomiance of services and the Depaitment's use of the Flock Service
under this Agreement, it may be necassary for a party to provide the other with certain information
considered to be proprietary or confidential by the disclosing party. The disclosure of such confidential
information shall be subject to the following terms and conditions.

i. The term, "Department Confidential Information,® shall mean any material, data, systems,
pracedures and other information of, or with respect to the Department that is not accessible or
known to the general public, including information conceming its hardware, software, business
plans or opportunities, business strategies, finances, employees, and third-party proprietary or
other information that the Department treats as confidential. Flock shali not use, publish or divulge
any Department Confidential Information except:

(a) In connection with Flock's provision of Software and services pursuant to this Agreement;

(b) ToFlock's officers, directors, employees, agents and contractors who need to inow such
information to enable Flock to provide Software and services puisuant to this Agreement;
or,

(c)  With the prior written consent of the Department, which consent the Department may
withhold in its sole discretion.

ii. The term "Flock Confidential Information" means any material, data, systems, procedures and
other information of or with respect to Flock that is not accessible to or known to the general public,
induding, without limitation, the software, object code, source code, formulae, algorithms, financial
data, clients, employees, software development plans, software support third-party proprietary or
other information that Flock treats as confidential. The Department shak not use, publish or
diwige any Flock Confidential Information except:
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(a) To its employees, agents and officers who need to know such Information to enabie
Department to use the Flock Service;

(b) With the prior writtan consent of Flock, which consent Flock may withhold in its sole
discretion; or,

{c) Each Party shall protect the other's confidential Information with the same degree of care
normally used to protect its own similar confidential Information, but in no event less than
that degree of care that a reasopably prudent business person would use to protect such
information. The obligations of each Party to protect confidential information received from
the other Party shall not apply to information that is publicly known, or becomes pubiicly
known, through no act, or failure to act, on the part of the recipient. All provisions of this
MOU conceming the Confidentiality section herein, shali survive any termination of this

MOU.
B. Exclusions. Confldential Infomation shall not include any information that is:

i Already known to the receiving party at the time of the digclosure;

ii Publicly known at the time of the disclosure or becomes publicly known through no wrongful
act or failure of the receiving party;

il Subsequently disclosed to the receiving party on a non-confidential basis by a third-party
not having a confidential relationship with the other party hereto that rightfully acquired such
information; or,

iv Communicated to a third party by the receiving party with the express written consent of the
other party hereto.

A disclosure of Confidential Information that is legally compelled to be disclosed pursuant to a
subpoena, summons, order or other judiclal or govermmental process or the California Public
Records Act shall not be considered a breach of this MOU.

12. Entire Agreement. This MOU is complete and contains the entire understanding between the Parties
relating to the sharing of Recordings and Confidential Information by and between Flock and the
Department. This MOU supersedes any and all other agreaments between the Parties. This Agreement is

non-assignable by both Parties.

13. Severabllity. Nothing in this MOU is intended to conflict with or viotate state or federal laws,
regulations, policies, etc. If a term or provision of this MOU is inconsistent with a law or authority, then
that term or provision shall be Invalid, but the remalning terms and provisions shall remain in full force and
effect. If any provision of this MOU is found to be unenforceable, unlawful, or void, the provision shall be
deemed severable from the MOU and shall not affect the validity of the remalning provisions.

14. Miscellaneous. All notices, requests, demands, or other communications required or permitted to be
given hereunder must be h writing and must be addressed to the parti¢s at their respective addresses set
forth below and shall be deemed to have been duly given when (a) delivered in person (b) one (1)
business day afier being deposited with a reputable overnight air courier service; or (c) three (3) business
days after being deposited with the United States Postal Service, for delivery by certified or registered
mail, postage pre-paid and retum receipt requested. This MOU shall be govemed by the laws of the State
California, excluding Its conflict of laws rules. The Parties agree that the United Nations Convention for
the Intenational Sale of Goods is excluded in its entirety from this MOU.

IN WITNESS WHEREOF, Flock and the Department have caused this MOU to be signed on the date set
forth below and be effective on the last date specified below.
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Appendix B

Memorandum of Understanding
Between
The Los Angeles Police Department {LAPD)
And
Flock Group Inc.
Regarding Temporary Use of Flock Safety Falcon LPR Cameras
1. Purpose

This Memorandum of Uncerstanding (*MOU") outlines the terms and conditions under which
Flock Group Inc. ("Flock") will donate the use of Its Safety Falcon License Plate Reader (LPR)
technology to the Los Angeles Police Department ("LAPD" or “Department‘) for a period of six
months at no cost to the Department or the Cly of Los Angeles (“City”). The purpose of the
denation is to help the Depariment deter, detect, and investigate any looting activity in the
restricted areas affected by recent fires in the City of Los Angeles.

2. Key Operatlonal Aspects
Flock will provide the following resources:

Up to 50 Flock Safsty Falcon Systems (“Flock Equipment')

Installation and removal of the LPRs by Flock employees or agents
Cloud storage for collected data

Technical means for Department Personnel to access the collected data
Training for Department Personnel as needed

Insurance related to the installation and removal of the Flock Equipment

The Department will provide the following resources:

« Police escort and traffic control during Installation of the Flock Equipment
e Coordination with the Department of Street Services on use of City poles

Flock hereby grants to City a non-exclusive, non-transferable right to access the featwes and
functions of the Flock Equipment and services during the term, solely for use by the City. The
footage will be available for City user to access and download via the Flock web Interface for the
retention period. City will be required to sign up for an account and select a password and
username. City shall be responsible for all acts and omissions of City users. City shall undertake
reasonable efforts to make all City users aware of all applicable provisions of lhis MOU and
shall cause City users to comply with such provisions.

Flack shail have the right to collect, analyze, and anonymize City Data and City generaled data
to the extent such anonymization renders the data non-identifiable to create Anonymized Data
to use and perform the services and related systems and lechnologies, including lhe training of
machine learming algorithms. City hereby grants Flock a non-exclusive, worldwide, perpetual,
royalty-free right to use and distribute such Anonymized Data to improve and enhance the
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services and for other development, diagncstic and corrective purposes, and other Flock
offerings. The parties understand that the aforementioned license is required for continuity of
services. Flock does not own and shall not sell Anonymized Data. For purposes of this MOU,
“Anonymized Data” means City Data permanently stripped of identifying details and any
potential personally identifiable information, by commercially available standards which
irreversibly alters data in such a way that a data subject (i.e., individual person or entity) can no
longer be identified directly or indirectly.

3. Confidentiallty

LAPD is the sole and exclusive owner of all data and Information provided tc Flock by or on
behalf of LAPD pursuant to this Agreement, as well as any data coliected by the Flock
Equipment in the City of Los Angeles (‘City Data”). Flock shall retain all data collected for five
years at no charge to the Department or City. Flock shall not use City Data for any purpose '
other than as specified in Section 1, nor shall Flock sell, assign, lease, dispose of, or otherwise
use City Data for any other purpose. City may require Flock to export City Data stored within
Flock's systems or held by Flock, in any form or format, at no charge to City within 3 business

days of any request.

4. Term and Termination

This MOU shall terminate six months from tho date it is signed, unless terminated earlier. Either
party may terminate this MOU with 14 days’ written notice. Upon temination, Flock will remove

all Flock-provided hardware within a reasonable time, and LAPD will be given the opportunity to
cownload all City Data, as defined in Section 3, remaining on Flock’s servers before it Is

deleted.
5. Walver, Indemnification and Hold Harmless Agrecment

Flock agrees to and hereby does release, discharge, waive and relinguish any and all claims,
cemands, actions, or causes of action for parsonal injury, property damage, or wrongful death
that may arise from the installation and removal of the Fiock Equipment, and agrees that under
rio circumstances will Flock prosecute or present any such claims, demands, actions, or causes
of action against the Department or City arising from this agreement. To the extent that any
claim of injury, loss, damages, or liability against the City arising from an act or omission of
Flock or its agents, or by defective or malfunctioning Flock Equipment or software used in
connection with the Fiock Equipment, Flock agrees to indemnify, defend, and hold harmiess the
City from any and all such claims, including reasonable attomey’s fees andfor any other

essociated costs.
6. Insurance Reguirement

Flock hereby agrees to provide and maintain, at its own expense, insurance that has coverage
and limits not less than: $1,000,009 for workers’ compensation; and $1,000,000 for general
liability. Such insurance must add the City as an additional named insured to cover the City’s

liability arising out of the acts of Flock employees or agents during the installation and removal I
of the Flock Equipment. Such insurance must include a waiver of subrogation that waives the
insurer’s right to recover from the City any worker's compensation paid to the injured employee
or agert of Flock. Flock agrees to provide LAPD with proof of insurance that meets these
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requirements prior to installation of the Flock Equipment. All required insurance must be
maintained in full force for the duration of this agreement.
Acknowledgment and Acceptance

By signing below, both parties acknowledge their understanding of, and agreement to; the terms
outlined in this MOU.

Flock Group Inc.

Signed by

Mark Switl

By. ACSCB31454C2463.

. Mark smith
Name:

Title: General Counsel

Title:
Gat Date: 1/23/2025
Anproved
2.
Hydee Faldstein Soto, City Attomsy

By:
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Appendix C

Map Key for following Three Maps

Blue Polygon represents Flock Cameras
Green Polygon represents Motorola
Cameras

Numbers Represent the following Divisions

1. Devonshire 12. Northeast
2. Foothill 13. Olympic

3. Mission 14. Rampart

4. Topanga 15. Central

5. West Valley 16. Hollenbeck
6. Van Nuys 17. Southwest
7. North Hollywood 18. Newton

8. West LA (Pacific Palisades) 19. 77®

9. West LA 20. Southeast
10. Wilshire 21. Harbor

11. Hollywood
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Map 1
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Map 2
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Map 3

AVALON VILLAGE
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Appendix D
Purchase Order for pole-mounted cameras located in Council District 12

CITY OF LOS ANGELES

City of Los Angeles Purchasing Agent 0p {0
111 E 1ST STREET
ROOM 110 4
LOS ANGELES CA 90012 =
ONE-TIME PURCHASE ORDER
Purchase Order Number Record Date Requester Name
OPO 70 240000302682 1 05-03-24 T
Payment Terms Freight Terms Ship Via
0% Net 30 FOB Dest, Freight Prepaid Vendor
Bili To Vendor Ship To
City of Los Angeles MOTOROLA SOLUTIONS INC LAPD - INFO TECH BUREAU
Supply Svcs., Accounts Payabie 000028442 ITBWAREHOUSE
555 Ramirez St., Space 312 13108 COLLECTIONS CENTER DR 555 RAMIREZ STREET
Los Angeles CA 90012 CHICAGO, IL 60693 Space 212
LOS ANGELES, CA 90012

Additional Info

Please include this first page with your shipment.

'You are hereby notified of the award of this Purchase Order (PO) with the City of Los Angeles in accordance with the Vendor
Renewal Quote listed herein for the items thereof. The Quotation document signed by the appropriate contractor and by duly
authorized City officials is on file in the Purchasing Agent's office.

MOTOROLA SOLUTIONS INC quote LQW-0892-01, Date 04/04/2024
The PO is awarded for the following:
**** ALPR CAMERAS FOR IMD *=**

SUPPLIER CON,
Contact Person,
Telephone No.:
E-Mail Address:

DEPARTMENT
Contact Person:
Direct:
E-mail Address:

RQS 240000602778

The new IT-Receiving Policy applies to this purchase. End-users must scan and attach one of the supporting documentation
below to the RC documentin FMS 2.0.

Shipping Additional Info: *** ELECTRONIC SOF TWARE DELIVERY: LICENSES@LAPD ONLINE *** DELIVERY
INSTRUCTIONS: MONDAY-FRIDAY, 8:00 AM - 3:00 PM PLEASE DELIVER TO THE PIPER TECHNICAL CENTER AT 555

RAMIREZ STREET SECOND LEVEL, SPACE 212 (ITB WAREHOUSE), LOS ANGELES, CA 90012 ITB WAREHOUSE: (213}
473-9900, PRESS OPTION 4

Issuer:
Phone Number -[[Emall Address| ]

Requestor: [N

Phone Number: :mail Address: | !

OPO 70 240000302682 1 Page 1
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Line ltems

Line

Commodity Cade

CL Descriplion Quantity UOM Unit Price Sub Total Salos Tax

Lino Total

1 3116

Extendod Doscription:

Delivery Date:
Shipping Add'l Info:

L5F Fixed LPR Camera with Sun 100 EA
Shield - 25Smm Lens with Camera

Duel-lens camera with infrared LEDs for plete illuminstion
- 55ft 85t capture distance and up to 2 lane coverage
internal trigger for capture of plate alphanumerics, vehicle make and model
Camera housing with included sunshield is IP67 rated for reliable use in varied weather
conditions
- 60' camera cable included
- Includes CarDetector LPR software for local server hosting
LPR vehicle iicense plate scanning / real time aletting
- Full sutte of LPR Tools including data analytics
09-24-24
*** ELECTRONIC SOFTWARE DELIVERY:
LICENSES@LAPD.ONLINE
DELIVERY INSTRUCTIONS: MONDAY-FRIDAY, 8:00 AM- 3:00 P
PLEASE DELIVER TO THE PIPER TECHNICAL CENTER AT 555 RAMIREZ STREET SECOND LEVEL, SPACE
212(ITB WAREHOUSE), LOS ANGELES, CA 90012
{TB WAREHOQUSE: (213) 4739900, PRESS OPTION 4

$2.500.00 $250.00000 $23.750.00

$273,750.00

2 3116

Extended Description:
Delivery Date:
Shipping Add'l Info:

Fixed LPR Camera Bracket 100 EA $250.00

Pole or V/all Mount - UPR ARM ASSY POLE & WALL MOUNT BLKREVB
09-24-24

*** ELECTRONIC SOFTWARE DELIVERY:

'I:ICENSES@LAPD.ONLINE

$25.000.00 $2.375.00

DELIVERY INSTRUCTIONS: MONDAY-FRIDAY. 8:00 AM - 3:00 PM

PLEASE DELIVER TO THE PIPER TECHNICAL CENTER AT 555 RAMIREZ STREET SECOND LEVEL. SPACE
212(ITB WAREHOUSE), LOS ANGELES, CA 90012

ITB WAREHOUSE: (213) 473-9800, PRESS OPTION 4

$27.375.00

3 3116

Extended Description:

Delivery Date:
Shipping Add'l Info:

Vigilant FixedCamera S0 EA
Communications Box

Linux Comms Box using VLP5200
Manages power and canmunications for up to four (4) Viglant fixed LPR cameras
- Includes modem for communication with celiuler cariers
- SIMCard n¢t included
09-24-24
*** ELECTRONIC SOFTWARE DELIVERY:
LICENSES@LAPD.ONLINE
DEUIVERY INSTRUCTIONS: MONDAY-FRIDAY. 8:00 AM - 3:00 PM
PLEASE DELIVER TO THE PIPER TECHNICAL CENTER AT 555 RAMIREZ STREET SECOND LEVEL, SPACE
212(ITB WAREHOUSE), LOS ANGELES, CA 90012
1TB WAREHOUSE: (213) 473-9800, PRESS OPTION 4

$2.636.00 $131.800.00 $12.521.00

$144.321.00

4 3116

Extended Description:

Delivery Date:
Shipping Add'l Info:

Vigilant LPR Basic Senice 1 EA
Package for Hosted/Managed
LPR De

Managecemosled server account services by Vigilant

-Inciudes access to ail LEARN or Client Portal and CarDetector software updates
Priced per camera per year for over 60 total camera units

- Requires new/existing Enterprise Senice Agreemert (ESA)

09-24-24

** ELECTRONIC SOFTWARE DELIVERY:

LICENSES@LAPO.ONLINE

DELIVERY INSTRUCTIONS: MONDAY-FRIDAY. 8:00 AM - 3:00 PM

PLEASE DELIVER TO THE PIPER TECHNICAL CENTER AT 555 RAMIREZ STREET SECOND LEVEL, SPACE
212(1T8 WAREHOUSE), LOS ANGELES, CA 80012

{TB WAREHQUSE: (213) 473-9900, PRESS OPTION 4

$25,000.00 $25.000.00 $0.00

$25.000.00

OPOQ 70 240000302682 1

Page 2
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Line Commodity Code CL Descriptuon Quanaty UomM unit Price Sub Total Sales Tax Line Total
5 3116 Vigilant System Start Up & 50 EA $450.00 $22.500.00 $3.00 $22500.00

Commissiening of In Field LPR sys

Extended Dsascription: Vigilant technician to visit customer site
Includes system start up. configuration and commissioning of LPR system
Includes CDM/CDF Training
Applies to mobie (1 System) and fixed (1 Camera) LPR systems
Dellvery Data: 03-24-24
Shipping Add'l Info: *** ELECTRONIC SOF TWARE DELIVERY:
‘I;!CENSES@LAPD,ONLI NE

DELIVERY INSTRUCTIONS: MONDAY-FRIDAY, 8:0C AM- 3:00 P

PLEASE DELIVER TO THE PIPER TECHNICAL CENTER AT 555 RAMIREZ STREET SECOND LEVEL, SPACE
212(1IT8 WAREHOUSE), LOS ANGELES, CA 90012

178 WARB1OUSE: (213) 473-5500, PRESS OPTION 4

6 78121801 Vigitant Shipping Charges - Fixed 100 EA $40.03 $4,003 00 $1.00 $4.003.00
o Comms

Extended Describtion: SHIPPING CHARGES
Dolivery Date: 09-24.24
Shipplng Add'l Info. *** ELECTRONIC SOFTWARE DELIVERY.
LICENSES@LAPD.ONLINE

DELIVERY INSTRUCTIONS: MONDAY-FRIDAY, 800 AM- 3:00 PM

PLEASE DELIVER TO THE PIPER TECHNICAL CENTER AT 5565 RAMIREZ STREET SECOND LEVEL, SPACE
212(1TB WAREHOUSE), LOS ANGELES. CA 80012

1T WAREHOUSE: (213) 473.9900. FRESS OPTION 4

Sub Total: £458.303.00
Sales Tax. $38.646.00
Total PO Amount: $496.949.00

OPO 70 240000302682 1 Page 3
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Appendix E
Purchase Order for Axon in-car ALPR feature

City of Los Angeles Purchasing Agent E¥4E
111 E 1ST STREET
ROOM 110 i
LOS ANGELES CA 80012 &=
Purchase Order Number Record Date Requester Name
OPO 70 250000302683 1 05-13-25
Payment Terms Freight Terms Ship Via
0% Net 30 Vendor
Blll To Vendor Ship To
City of Los Angeles AXON ENTERPRISE INC LAPD - INFO TECH BUREAU
Supply Sves., Accounts Payable 000038831 ITBWAREHOUSE
555 Ramirez St., Space 312 17800 N. 85TH ST 555 RAMIREZ STREET
Los Angeles CA 90012 SCOTTSDALE, AZ 85255 Space 212
LOS ANGELES, CA 80012

Additional Info

Please include this first page with your shipment.

You are hereby notified of the award of this Purchase Order {PO) with the City of Los Angeles in accordance with the Vendor
Renewal Quote listed herein for the items thereof. The Quotation document signed by the appropriate contractor and by duly
authorized City officials is on file in the Purchasing Agent's office.

AXON ENTERPRISE INC Quote # Q-578400-45602-866MH Dated 11/6/2024

The PO is awarded for the following:

**** Axon - Fleet 3 ALPR LicenseRenewal - 1 year ****

SUPPLIER CONTACT:,
Contact Person
Telephone No..
E-Mail Address:

DEPARTMENT CONTACT:

Contact Perso
Direct
E-mail Address?

RQS 250000603010
Previous PO # 240000300593

The new IT-Receiving Policy applies 1o this purchase.

Issuer:

Emal Agarass: I

Requestor: MARK NAVARRO

[Phone Number: o mai Adcres. =

Line Items
Line C ty Code  CL Description Q y UOM Unit Price Sub Total Sales Tax Line Total
1 4316 AXON FLEET 3 - ALPRLICENSE 1 EA $631.000.00 §531,000.00 $0.00 $531,000.00

-1CAMERA

Extended Description: QTY. 1500 @ 29.50/EA X 12 MONTHS
Delivery Date: NULL

OPO 70 250000302683 1 Page 1
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Appendix F
Purchase Order for pole-mounted cameras and trailer cameras using UASI grant fund

CITY OF LOS ANGELES

City of Los Angeles Purchasing Agent OFE4 0]
111 E1ST STREET = :
ROOM 110 b
LOS ANGELES CA 90012 =
CONTRACT PURCHASE ORDER
Purchase Order Number Contract Number Record Date
| CPO 46 230000431593 1 | ARC 40 230000000019 1 11-02-22
Payment Terms Freight Terms Ship Via
0% Net 30 FOB Dest, Freight Prepard Vendor
Ship To Vendor Bill To
LAPD - INFO TECH BUREAU MOTOROLA SOLUTIONS INC City of Los Angeles
ITBWAREHOUSE 000028442 Supply Svcs., Accounts Payable
555 RAMIREZ STREET 725 S FIGUEROA SUITE 1870 555 Ramirez St., Space 312
Space 212 LOS ANGELES, CA 90071 Los Angeles CA 90012
LOS ANGELES. CA 90012
Additional Info
Please include this first page with your shipment.
Grant Guidance:
https://www.ecfr gov/current/titie-2/su btitle-A/chapter- ll/part-200/appendix-Appendix%201i%20to%20Part%20200
END-USER CONTACT:
Requestor Name: Scott
Requestor Phone Number
Requestor Address:
LAPD ITD
555 Ramirez St, Sp 212
Los Angeles, CA 90012
Requestor Mail Stop: 422-
Requestor E-mail Address
Are Federal Grant Funds being use'qor this purchase? X Ye: — No
GRANT: UASI'20 64 £/46T970,/530/21 D LINE# B-3/21
GRANT SPECIALIS
|SMS PR INQUIRIE g,
Quote Attached
*PLEASE DELIVER ASAP*
Shipping Additional Info: Attn: R
|Requesto
Line items
Line Commodity Code CL Description Quantity UOM unit Price Sub Total Salos Tax Line Total
1 451215 L6Q Quck Deploy Cameralem 60 EA $1.875.00 $118,500.00 $11.257.50 $129.757.50
VSFS-16Q-5-SUB
Extended Description: Cameras
Contract Line: 1
Delivery Date: NULL
Shipping Add'l Info: Atin _
CPO 46 230000431593 1 Page 1
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Line  Commodity Code CL Descilption Quantity UOM Unit Price Sub Total Sales Tax Line Tolal
2 451215 L6Q Solar Pane! Ext Battery tem 60 EA §325.00 $19.500.00 $1.852.50 §21352.50

VS-L6Q-SPEB

Extended Description: Camesas
Contract Line:
Delivery Date: NULL

Shipping Add'l Info: Altn

3 451215 L6Q External LTE Antenna tem 60 EA §125.00 §7.500.00 $712.50 §8.212.50

VS-L6Q-EANT

Extended Description: Cameras
Contract Line:
Delivery Date: NULL

Shipping Add'l Info: Attn

4 451215 L6Q Annual Replacement Plan 300 EA $100.00 $30.000.00 $0.00 $30.000.00

tem VS-L6Q-REPPLAN

Extended Description: Cameras
Contract Line:
Delivery Date: NUL

Shipping Add'l Info: Attng

5 451215 Annual Prepaid Subscription tem 240 EA §1,975.00 $474,000.00 $0.00 $474.000.00
Prepaid-L6Q-S

-

-

-

|

Extended Description: Cameras
Contract Line: 1
Delivery Date: NUL,

Shipping Add' Info: Attn

6 451215 Standard 2-Camera LPR Trailer 4 EA $18.000.00 $72.000.00 $6.840.00 $78.84000
tem VSSSTD-SPD-VLT

Extended Doscription: Cameras
Contract Line:
Delivery Date: NUL

Shipping Add'l Info: Altn:

7 451215 4 Yr Extended Hardware Warranty 4 EA $5.000.00 $20.000.00 §0.00 §20.000.00

Extended Description: Cameras
Contract Line: 1
Delivery Date: NULL

Shipping Add Info: Attn: |

8 451215 System Kart up & Commissioning 60 EA $350.00 $21.000.00 $0.00 $21.000.00
tem SSU-SYS-L6Q-COM

Extended Description: Cameras
Contract Line:

Delivery Date: NUL
Shipping Add'l Info: Altn:
9 451215 Vigilant Travelitem VS TRVL-01 3 EA $1.550.00 $13.950.00 $0.00 $13.950.00
Extendsd Dascriptlon: Cameras
Contract Line:
Delivery Date: NULL
Shipping Add'l Info: Altn:
10 781216010000 Vigilant Shipping item VS-SHP-02 60 EA $48.10 $2,886.00 $0.00 §2.886.00

Extended Description: FREIGHT, SHIPPING
Contract Lino:

o it s
Shipping Add'l In10: Altn:

-

I

-

-

a

Sub Total: §779.336 00
Sales Tax: $20,66250
Total PO Amount: $799,998 50

CPO 46 230000431593 1 Page 2
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Appendix G

Information Sharing Memorandum of Agreement

1

AGREEMENT NO. ___20
MEMORANDUM OF AGREEMENT
BETWEEN
THE LOS ANGELES POLICE DEPARTMENT
AND
Huntington Park Police Department
REGARDING
THE SHARING OF AUTOMATED LICENSE PLATE RECOGNITION (ALPR)
SYSTEM INFORMATION FOR LAW ENFORCEMENT PURPOSES

OVERVIEW
A. Introduction

This Memorandum of Agreement (MOA) is cntered into on December 4, 2023 by
and between the Los Angcles Police Department, located in the City of Los
Angeles, and Huntington Park Police Department, located at 6542 Miles Ave,
Huntington Park CA 90255, collectively referred to as the "Partics.”

WHEREAS, both Parties maintain Automated License Plate Recognition (ALPR)
systems that capture and record license plate data in public view for law
enforcement purposes; and

WHEREAS, both Partiesmaintain an ALPR privacy and usage policy to ensurc
that the collection, usc, maintenance, sharing, and dissemination of ALPR
information is consistent with respect for individuals’ privacy and civil liberties.

WHEREAS, the Parties recognize the valuc of sharing ALPR data in support of
law enforcement investigations and activities; and

WHEREAS, the Padticsseek to establish a formal agreement to govern the
sharing of ALPR data betwcen the Parties.

NOW, THEREFORE, the Parties agrec as follows:
B. Background

ALPR system technology is a computerized database resulting from the operation
of one or more mobile or fixed ALLPR cameras which read and convey images of
licensc plates and the characters they contain into computer-readable data. The
data collected by the ALPR cameras consists of a photo of the vehicle license
plate, the datc, time and location the photo was taken, and the identiftcation
numbecr of the ALPR camera capturing the infonnation. The captured data can be
automatically compared against a law enforccment database (i.e. “hotlist”) of
stolen or wanted vehicles as well as vehicles associated with Amber Alerts or
outstanding warrants. When used effectively and in accordance with established
laws and policies, the ALPR data can be used as an cffective tool in luw
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enforcement investigations, situational awareness operations and responses to
cognizable threats to public safety.

C. Purpose

The purpose of this MOA is to outline the terms, conditions and responsibilities
under which the Partics shall reciprocally share and use “scanned plate” and
“hotlist” ALPR information for official law enforcement purposcs.

II. SCOPE

The scope of the data sharing includes all ALPR data captured by each Agency's system,
including license plate numbers, dates and times of capture, and associated location
information.

A. Responsibilities of the Parties

Parties shall designate a point of contact who will be responsiblc for
coordinating the data sharing activities under this MOA.

Parties shall comply with all applicable federal, statc, and local laws and
regulations governing the use and sharing of ALPR data, including but not
limited to data sccurity, privacy, and retention requirements.

Parties shall establish appropriate technical and administrative safeguards to
ensurc the integrity, confidentiality, and security of ALPR data shared under
this MOA.

B. Data Sharing Procedures

As between the Parties, the Party sharing ALPR data is the solc and exclusive
owncr of the ALPR data provided to the other Party pursuant to this MOA,
and all intellcctual property rights in the foregoing, whether or not provided to
any other Party. Subject to the restrictions of this MOA, each Party grants the
other Party a non-transferable, non-exclusive, terminable at-will license,
solely for the term of this MOA, to use thc ALPR data shared pursuant to this
MOA consistent with the requirements of this MOA, and solely for law
enforcement purposes, including but not limited to criminal investigations.

The Parlies shall make best cfforts to ensure the accuracy of all data provided
pursuant to this MOA. Notwithstanding the forcgoing, alt data provided by or
on behalf of cither Party pursuant to this MOA is “as is.” Neither Party makes
any representation or warranty, cxpress or implied, regarding the data’s
accuracy, completeness, or use. ‘There are no express or implicd warrantics of
merchantability or fitness for a particular purpose or that the use of the data
will not infringe any patcnt, copyright, trademark, or other proprictary rights.
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Parties shall exchangec ALPR data electronically via an approved secure
system and network connection.

ALPR data shared under this MOA shall be rctained in accordance with Party
policy and applicable laws and regulations governing the retention of law
enforcement records.

C. Authorization

The Parties are authorized to share other ALPR license plates and “hotlist™
information from their respective databases or networks as pcrmitted by law
and in accordance with established policies and procedurcs. The Parties are
responsible for withholding any information it docs not want to share with the
other. The Partics arc not required by the Agrcement to sharc any ALPR
information with the other.

This MOA authorizes only the Parties to share ALPR information with each
other. ALPR information shall only be sharcd with other law cnforcement
agencies that have sharing agreements with the respective Parties. The
sharing of ALPR information of the respective Parties outside of the agency
with whom the respective Partics have an agreement is prohibited.

‘The sharing and use of ALPR information shall be for authorized and official
law enforcement purposes only. Only authoriz¢d and trained law enforcement
personnel currently employed by and in good standing with their respective
agency shall access and use ALPR information. Shared ALPR information
shall not be sold. sharcd, transferred. or otherwise disclosed for commercial
purposes or to persons or cntities that are not authorized to access or use
ALPR information.

ALPR information shall not be shared or uscd for the primary purpose of
immigration enforcement in accordance with law.

D. Audits and Quality Assurance

The Parties shall verify that the most current “hotlists™ have been refreshed
and uploadcd.

The Partics shall periodically revicw, inspect and audit their respective ALPR
systems and networks, including access and use of ALPR information, in
accordance with each Party’s rcspective audit policies.

E. Mutaal Indemnity

Pursuant to the provisions of Scctions 895.4 ¢t scq. of the Califomia
Govemment Code, cach Party agrees to indemnify and hold the other
harmless from all loss or liability for injury or damage, actual or alleged, to

3
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person or property arising out of or resulting from the indemnifying Party’s
acts or omissions in the performance of this Agreement. In the event of third-
party loss caused by the negligence, wrongful act or omission of more than
one party, each Party shall bear financial responsibility in proportion to its
percentage of fault as may be mutually agreed between them or judicially
determincd. The provisions of California Civil Code Section 2778 regarding
interpretation of indemnity agrecments are herehy incorporated into this
agreement.

F. Dispute Resolution

Any disputes arising from this MOA shall be resolved in accordance with the

laws of California and through the Parties' mutual agreement. In the event that
a disputc cannot be resolved through mutual agreement, the Parties may seek

legal remedies available under applicablc law.

G. Term and Termination

The term of this MOA will commence on and will expire three years from the
date of'the last signature to this MOA, unless terminated carly by written
agrcement. Either Party may terminatc this Agreement without cause by
providing the other Party with at lcast 30-days written notification of its intent
to terminate and specifying the termination date, scrved on a representative of
the Party by certified mail. Unless written notice is provided by one Party to
the other Party of non-cxtension of the MOA at least thirty (30) days prior to
the date of expiration, this Agrcement will he automatically extended for a
ane-year term commencing the next day after expiration, subject to the same
terms and conditions as the initial term. Either Party may re-negotiatc the
terms of the Agreement during the term of the Agreement and up to 30 days
prior to the rencwal date.
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Siguatures

‘This MOA may be executed in counterparts and may be signed electronically. By
signing below, the Parties agree to be bound by the tenns and conditions of this MOA.

AN
LOS ANGELES POLITE DEPARTMENT:

Date: —7l¢! 7’_“1__

By:
DOMINTC H. CHOI
Chief of Police
Los Angeles Police Department

Agency: mmm@cwwm

- m_ i [l 28,
[CriesoF Prie by Autie presemative]
L
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TO: The Honorable Board of Police Commissioners

FROM: Inspector General, Police Commission

SUBJECT: REVIEW OF LOS ANGELES POLICE DEPARTMENT AUTOMATIC
LICENSE PLATE READER SYSTEM AND USE IN THE FIELD

On July 10, 2026, the Office of the Inspector General (OIG) received the Department’s amended
response to the OIG’s Review of LAPD’s Automatic License Plate Reader System and Use in
the Field. The response is attached for your review.

I am available to provide any additional information the Board may require.

LQ/LL NE

MATTHEW J. BARRAGAN
Inspector General
Police Commission

Attachment
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TO: Office of the Inspector General
FROM: Chief of Police

SUBJECT: LOS ANGELES POLICE DEPARTMENT’S RESPONSE TO THE OFFICE
OF THE INSPECTOR GENERAL’S REVIEW OF THE DEPARTMENT’S
AUTOMATED LICENSE PLATE READER (ALPR) SYSTEM AND USE IN
THE FIELD

The Los Angeles Police Department (LAPD or Department) has received the Office of the
Inspector General’s (OIG) draft report of the Review of the Department’s Automated License
Plate Reader (ALPR) System and Use in the Field. The Department appreciates the OIG’s
thorough and balanced review and welcomes the opportunity to respond.

ALPR technology is a vital, lawful public-safety tool that helps officers identify and apprehend
criminal suspects, recover stolen vehicles and license plates, locate missing and at-risk persons,
and advance active investigations, all while operating within the privacy framework established
by California law and Department policy. Objective results from the OIG’s two-month review
(August 1 through September 30, 2025) demonstrate this value. During that period, in-car ALPR
alerts contributed to the recovery of 337 stolen vehicles, each recovered without incident, and 24
stolen license plates that had been affixed to other vehicles to evade detection. ALPR alerts led
to 68 stops resulting in 74 arrests, including 15 for Grand Theft Auto, 34 for unlawful taking of a
vehicle, four for evading, and three for felon in possession of a firearm, along with arrests for
robbery, assault with a deadly weapon, and criminal threats. Nine vehicle pursuits arising from
alerts were resolved, with every suspect taken into custody. In addition, SO pole-mounted
cameras, donated at no cost, continue to support public safety and recovery efforts in Pacific
Palisades following the devastating January 2025 Palisades Fire. For these reasons, the
Department is committed to the continued, responsible use of ALPR technology and, as set forth
below, to strengthening the contractual, oversight, and documentation safeguards that protect the

data it generates.

The report includes three recommendations to be made as follows:

SECTION V. RECOMMENDATIONS

1. Suspend the deployment of new ALPR cameras and the execution of new ALPR-
related contracts pending public input and a broader reassessment of vendors and data
practices. If the Department continues to use ALPR technology, it shall obtain
approval from the Board of Police Commissioners for formal contracts or agreements
with all ALPR vendors, regardless of the contract amount or whether the agreement
involves an exchange of funds. Those contracts or agreements shall establish
enforceable requirements governing data security, privacy, access controls, retention,
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and auditing to protect Department ALPR data and ensure accountability for its
collection, use, and disclosure.

2. Strengthen oversight of ALPR data access by amending Department policy to require
annual audits to ensure that Department personnel are using the ALPR systems for
authorized purposes and to clearly communicate that misuse of ALPR data may result
in disciplinary action.

3. Develop and implement a standardized process for documenting traffic stops initiated
by ALPR alerts to ensure complete and accurate records and facilitate meaningful
analysis of officer actions and stop outcomes.

Department Response

The Department appreciates the OIG’s review and concurs with the intent of each of the three
recommendations, which is to ensure that ALPR technology is governed by enforceable
agreements, rigorous oversight, and accurate records. The Department’s responses to each
recommendation are set forth below. The Department also respectfully offers several
clarifications to ensure the final report is accurate and complete.

)

In response to Recommendation No. 1: The Department concurs. The Information
Technology Bureau (ITB) has already paused the deployment of additional ALPR
cameras and the acceptance of any further camera donations through the Los Angeles
Police Foundation, pending completion of the contractual work described below. The
Department also affirms that no ALPR contract with any vendor can proceed without
approval from the Board of Police Commissioners and transmittal to the Mayor’s Office.
This requirement applies regardless of the dollar value of the contract, and it is already
the Department’s established practice.

As part of this pause, ITB is working with the Office of the City Attorey and other
major US cities through the Major City Chiefs Association to develop standardized
contractual language to govern all ALPR vendor contracts going forward. A copy of this
draft language is provided as Attachment A for the OIG’s review. The draft directly
addresses each contractual gap the OIG identified. It establishes that the City is the sole
and exclusive owner of all City Data, including all metadata and all derived or
algorithmic outputs (Section 10.2); it prohibits the vendor from using City Data for any
purpose other than providing the contracted service to the Department, and specifically
bars the vendor from selling, sharing, aggregating, anonymizing for resale, or using City
Data to train, fine-tune, or improve any algorithm or artificial-intelligence system
(Sections 10.2 through 10.4); it requires that data be stored in the continental United
States and secured in a manner compliant with the FBI Criminal Justice Information
Services (CJIS) Security Policy and Security Addendum (Sections 10.4, 10.10, 10.18,
and 10.19); it requires breach notification within 24 hours and makes the vendor
responsible for, and requires the vendor to indemnify the City against, costs and liability
arising from a data breach (Section 10.11); it reserves to the City the exclusive right to
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determine whether and with whom City Data is shared (Sections 10.5 and 10.8); andit
grants the City the right to audit the vendor’s data privacy and security program (Section
10.14). The contract becomes effective only upon execution by the parties and

signature by the City Attorney as to form and legality (Section 2.]), which resolves the
unsigned City Attomey approval block the OIG noted on the current Palisades Flock
agreement. This language will close the remaining gaps the OIG identified, including the
absence ofa written agreement governing the security of Axon-captured ALPR data
accessed through the Flock application.

The Department further affirms, clearly and unequivocally, that it does not share ALPR
data with U.S. Immigration and Customs Enforcement (ICE) or for federal immigration
enforcement, and that it will not do so. This prohibition is grounded in the Department’s
ALPR Usage and Privacy Policy (Manual Section 568.53), California Senate Bill 34
(2015), and Senate Bill 54 (2017, the California Values Act), as well as City of Los
Angeles Ordinance No. 188441 (2029, which prohibits the use ofCityresources,
personnel, property, and data to support federal immigration enforcement. The
Department’s contract with Motorola Solutions expressly prohibits the vendor from
providing any ALPR datato ICE. In July 2025, in response to public concern, ITB
inspected the Flock and Motorola applications for the search terms “immigration” and
“ICE” and found noinstances ofthose terms being used to query ALPR data. The
standardized contractlanguage in Attachment A reinforces these protections by
prohibiting vendor datasharing andreserving all interagency sharing decisions tothe
City.

With respect to data shared with other law-enforcement agencies, the Department shares
ALPR data only with vetted California law-enforcement agencies under Memoranda of
Agreement (MOAs) that require data confidentiality, sharing protections, and data
security, and that are terminable upon any violation. All such partner agenciesare bound
by the same California lawthatprohibits sharing ALPR data with federal agencies or

with agencies outside California. Eachagencymaintains its own internal audits and
controls over its use ofshared data. Consistent with standard practice among partner
agencies, this is a reciprocal arrangement in which neither the Department nor its partners
audit one another’s personnel.

Finally, the Department respectfully requests a factual correction regarding its vendor
contracts. The 2022 contract with Motorola Solutions (Contract No. C-140535) covers
140 mobile ALPR cameras mounted on police vehicles and access to the vendor’s user
interface; it does not include fixed pole-mounted or trailer cameras. The 60 fixed pole-
mounted cameras and the related trailer cameras were acquired separately via a
Department purchase order processed through the City’s General Services Department
using Urban Areas Security Initiative (UASI) grant funds, the same procurement path
used for the Motorola pole cameras funded by Council District 12. The Department
respectfully requests that the report be revised to reflect this distinction.
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2)

3)

The Department notes the OIG’s reference to the 2020 California State Auditor
recommendation and agrees that the standardized contract language described above
directly addresses that recommendation by incorporating the necessary data safeguards
into every ALPR vendor agreement.

In response to Recommendation No. 2: The Department concurs with the objective of
strengthening oversight of ALPR data access and agrees to amend Department policy to
clearly state that misuse of ALPR data may result in disciplinary action. The Department
proposes the following approach to the audit requirement. The Department’s Audit
Division is the only Department entity that performs official, certified audits, applying
the specialized training, methodology, and professional certifications that such audits
require. Given Audit Division’s annual audit calendar and finite resources, the
Department recomumends that Audit Division conduct a certified audit of ALPR data
access on a biennial basis (every two years) rather than annually.

This certified audit will be complemented by inspections conducted by ITB. ITB will
continue to conduct monthly inspections, which will be formalized, documented, and
reviewed at the executive level, specifically by the Commanding Officer or Assistant
Commanding Officer of ITB. The monthly inspections review Department users’ queries
for consistency with California law and Department policy. The results of this oversight,
including both the biennial certified audits and the monthly ITB inspections, will be
reported to the Board of Police Commissioners annually through the Department’s
Comprehensive Technology Report. The Department believes this layered structure,
combining certified biennial audits, documented monthly executive-reviewed
inspections, annual public reporting, and explicit language regarding disciplinary
consequences, fully satisfies the intent of the recommendation while making responsible
use of the Department’s audit resources.

The Department also acknowledges the OIG’s observation that the free-form text fields in
the ALPR applications make auditing more labor-intensive. As part of the documentation
improvements described in response to Recommendation No. 3, the Department will
work with its vendors to develop more structured query fields to improve the consistency
and auditability of access records.

In response to Recommendation No. 3: The Department concurs. Capturing accurate,
structured data on law-enforcement actions and outcomes resulting from ALPR alerts,
particularly the identification and arrest of criminal suspects, will provide objective, fact-
based information documenting the substantial public-safety benefits of ALPR
technology and supporting future inspections, audits, and reports to the Board of Police
Commissioners. The Department will research and work with its vendors to identify the
most efficient and reliable method for capturing this data.

In doing so, the Department will address the specific limitations the OIG identified. At
present, officers are not required to select a disposition following an alert, and an absence
of any selection is recorded by default as “no action taken”; this accounts for a substantial
portion of the 4,575 alerts the OIG categorized as “no action taken”, The Department will
evaluate requiring a disposition selection so that the resulting metrics accurately reflect
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officer actions. The Department will also work to reduce the duplicate and inconsistent
entries that arise when multiple units respond to the same incident and each receives and
acts on the same alert, with the goal of having the primary unit document the outcome.
The Department further notes that the roof-mounted (Motorola) cameras do not currently
capture disposition data within the Axon application; the Department will pursue a
documentation method that captures outcomes across both camera systems.

Two additional points of context bear on the accuracy of any outcome analysis. First, for
the 161 alerts in which officers confirmed an accurate license-plate match but the vehicle
was later determined not to be stolen: these situations generally result from the timing of
record updates outside the Department’s control, such as delays by another jurisdiction or
a vehicle owner in clearing a plate from a Hot List after a vehicle has been recovered or is
no longer wanted. Department policy requires officers to attempt to verify the accuracy of
an ALPR alert before conducting a stop (Manual Section 568.53, Quality Assurance), and
the Department’s Vehicle Identification and Processing Unit operates 24 hours a day to
enter and promptly remove LAPD-entered stolen-vehicle records. The Department takes
the liberty and privacy interests at stake seriously and will continue to emphasize
verification.

Second, the Department notes that an ALPR alert does not, by itself, explain why a
license plate is on a Hot List. This is a deliberate safeguard: an alert serves as an
investigative lead that an officer must independently verify using Department resources
before taking any enforcement action. Officers approach such vehicles with appropriate
caution, including high-risk stop tactics when the information warrants. This verification-
before-action requirement protects both the public and officers and reflects the layered
safeguards already built into the Department’s ALPR program.

Should you have any questions or concerns regarding this matter, please contact
Chief Information Officer Dean Gialamas, Information Technology Bureau, at (213) 486-0370.

Respgeiteity,
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Cly:ef of Police

Attachment



